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QUESTION: Michael Gettes
Interboundary AuthN (Authentication). What should I run that will allow me to participate in this space? What's the right thing to be doing? Why shouldn't it be Kerberos? 
Paul: Kerberos works, we think it's fine. 
Bob: UW (University of Washington) has no ties across the lake. We are at an interesting situation, having run classic Kerberos for many years, without making a large commitment to deploying Kerberos clients on campus. There is a perceived difficulty of client support, perhaps. We are now being asked on campus to provide better support to departments running Windows and are looking into Classic Windows domain, a more centrally supported service. It's likely that Kerberos would meet our needs here. It looks stable, plug and play, and can make that transition without feeling like we're changing technology.
David Walker: First thing to think about is what are the policies and the problems you're trying to solve? Technologically, a lot of campuses have augmented Kerberos with other things. Reasonable costs, crypto techniques for the right level of security, but also you will probably do multiple AuthN technologies. You need multiple ways to clarify identity into a central repository.
David Wasley: Federation by its architecture separates the AuthN from the federation. Look at eAuth and LoAs (Levels of Assertion) based on the credential. The question is: What do you want to do with the federation and on that basis, what strength of credentials will you need? Likely, you won't need strong credentials for everyone. 
Paul: Kerberos does support multi-factor AuthN. 
Michael: Who is not running Kerberos in some way? (Active Directory and MacOSX use Kerberos, ergo, no hands). What about Centrally-supported Kerberos? Total is 6. How many ARE running Kerberos centrally supported? Lots of hands.
QUESTION: SCOTT REA 
Kerberos is great for IdM. Traditional x.509 PKI also provides these services, along with signing and encryption benefits. 
Bob: There are many ways to do it. We're trying to support more things in more directions all the time. Just supporting one way to AuthN is not realistic. Almost everyone has Kerberos, a Web sign on scheme. There will likely be more rather than fewer in the future. x.509 will be in the future of most, as long as it's not too divergent. 
Paul: There is PKI in Kerberos. You can get the benefits in either one. 
QUESTION: CHAD LA JOIE 
Shibboleth has been promoted by Internet2, Peter Alterman (NIH) has been promoting PKI. Which one should we do? AND, since SAML 2.0 supports PKI, is there a possibility that SAML will live alongside PKI if you get the assertions through a strong mechanism?
David Wasley: SAML exchanges identity assertions. PKI binds an identity credential to an individual. SAML can take that and provide rich assertions. They are complementary, not competing. The feds think that if you're going to do Level 3 or 4, you need PKI. This may change with experience. You could do level 3 based on a high strength local credential and an assertion sent remotely. PKI can do some things like document integrity very nicely that others can't. For example, digital archiving and the ability to tell whether a document has been tampered with. Business processes with digital signatures is also PKI. How we use them will change as we gain more experience. 
David Walker: In PKI, the AuthN event is at the private key. In Levels 3 and 4, this needs to be done in real time. In some cases, we need to know when the authentication event occurred when you're getting a SAML assertion. We might need a time stamp with the assertion. This is the area to think about, the minute by minute level. These aren't objective measures. It's not clear how many seconds is good. 
Paul: The issue isn't so much real time; the problem is PKI doesn't give the ability for multi-tiered apps for guaranteed end-to-end to the user. SAML makes assertions on behalf of the user and the trusted host model. There are applications that don't want to deal with the trusted host and want to go straight with PKI. 
Bob: Issue is SAML web browser profile is funky, and pushing through the browser is crude technology. And, browsers can change and we could be on the edge of new things browsers can do. 
QUESTION: MIKE CONLON

How long will it be realistically that people will come to our campus with their own credentials, and our own [campus] NetID will be the credential of last resort? 
David Walker: How many campuses use a driver's license as an ID card?
Paul: It's more marketing and brand recognition. We have very long relationships with our customers – slightly longer than lifetime perhaps. Because of the nature of extending the relationship, this will be the driving factor for them to use our identities throughout their lifetime.
David Wasley: Credential and also Identifier. How long would the credential be bound to the identifier? Perhaps we accept the identifier from the other institution, but more interestingly, we have serial identity in the world. High school identity could be used to access the application process, then you can bind the identity based on previous identity, and can with more assurance use serial identity to bind the institutional identity in another context. The Grid is another case of this possible serial identity. 
Bob: Mail list servers. Most of the subscribers are with random email addresses. We're supporting them. Shocking! Of course we do this, for this kind of service. The applicant is another case where we'll do this kind of reliance. 
David Walker: Identity is in the context of a particular community. 
Paul: Universities have very long lifetimes. Do you expect that AOL or Yahoo will be in this business 50 years, 100 years from now? 
QUESTION: AUDIENCE MEMBER
Survey on IdM last summer showed a lot of planning and not a lot in production. My hunch is that a vast majority of Higher Ed could use assistance. Where would we go for this if we banded together? Should we provide an IdM system for Higher Ed? 
Bob: It's always great to hear someone volunteer. Internet2 Middleware question is by its nature driven by the top 100 institutions but vast majority want better commercial products. Is it up to us as a community to come up with best practices for these products? I think so. We'll be limited by energy level and can't describe the entirety of our experience. One on one, site visits, etc. are really good things. It's interesting that there isn't an open source system for IdM. These processes are so imbedded in other things we do (pearl scripts, C, unix). Even a cool open source implementation would be a lot of work. The motivation to undertake this might be harder b/c it's the last discreet system. There are motivations in higher ed to undertake these types of larger systems. 
Peter: Give me a reason to do it. Why do you need to do it? This should be the first question to ask. I say this because you know these initiatives are underway in other places. Rather than reinvent, engage the existing models. Single IdM for Americans: The Driver's License. You already have an ID credential in practice. Take what is extant, and leverage it. Someone else who has more clout than you do is already in that business space. 
QUESTION: AUDIENCE MEMBER
How many federations are we going to get involved in?
Bob: The federation of 'me.' Every project is your own federation and you want all of your partners to be in it and you don't care about anyone else. We all understand this tendency. InCommon drew 2 lines to say U.S. and Higher Ed, and we thought it was a good idea, and it's hard to even get this going. We had a medical colleges CAMP and medical colleges said they want to be in a medical federation. The places they interact with are hospitals and insurers, etc. We have a strong need to make interfederation work before we make federation work! How many networks are you on in your daily life? A bunch. Do you care about how many you're on? Maybe not. 
David Walker: Federations make it better but no one is building the galaxy federation. 
Paul: Will vary over time. Look at credit cards. Small number of functioning cards first. Then explosion in the marketplace for special purpose cards, then a market consolidation to large federations. 
David Wasley: Yes. Agree. Different communities have different interests. We have different identities and different reasons for participating in different communities. Why would my university ID be used in my local camera club? Federation will be based on what we want to do. 
QUESTION: AUDIENCE MEMBER
I Drank the Kool-Aid. I want to share in all of this. BUT, architectural purity is rarely something to lay before the gods of resources? What can we lay before them? 
David Walker: Shibboleth is not the goal. Federations will hopefully run the same technology. People are much more interested in a brief discussion of InCommon and sharing identity in a controlled manner. Shibboleth is plumbing to people who matter. 
David Wasley: Chicken and egg. Value proposition. We have a great streamlining of user experience and access to resources. Certain clear cases will get broader. Library licenses. eCommerce. Potential is happening, but we get people asking which SPs (Service Providers) are in InCommon; which IdPs are in InCommon? Similar to FM radios and transmitters. Why have a radio if there are no transmitters?
Mike Conlin: You can try proof of concept to get this going. If you're going to production, you'd better know what it's for and what the university is trying to get done. If it's research, it's eGov. You have to have the libraries.
Michael: It's not enough. It's infrastructure still. Not what the executives care about. What are the applications? It's not how we communicate with the government, it's the end game. If we could communicate differently, we can for example, save money. It's about the application of the infrastructure. 
Scott Cantor: One way to do this that beats all. WebSSO and tons of applications. If you deploy one that federates, you automatically get the opportunity to do this at zero cost. 
Alan Sill: Impressed by the uniformity to do this. People want the arguments of how to go to their boss. How do point on the applications that we can enable research, etc. The things you can do. 
Ken Klingenstein: Appreciate the importance of this value proposition. We are exquisitely placed half-way down the road, where we don't have anything ready yet. We already have groups thinking about the trust fabric (and care about InCommon). Real-time security exchange, for instance, is thinking about InCommon. We need to get to the point where we have water through the spigot and it'll be easier. Compliance will be a big driver for regulatory rules enforcement.
Kevin Morooney: No silver bullet. One person, one key decision maker at a time. Compliance and Many Carrots and Efficiencies here. Federation is an efficiency indicator. 50 offices; tough sales job, but they can be convinced because we have a great story to tell. 
Bob: Bottom up point of view (Shib and SAML). Opportunities we've seen have not been grandiose alliances. We all have numerous outsource relationships coming, all Web-based, and every one with a funky sign-on scheme. I'm sure we're all doing this. Someone wants to do sign-on with your system; we've had success with vendors adopting this standards-based approach, with a privacy win for the campus and student identifiers. They only get information from students when the students elect to do so. 

