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Abstract:
Security staff want to keep the bad guys out and IAM folks want to let the good guys in. A hair is being split, to be sure, but it exposes a number of issues rooted in organizational politics and reporting structures. This panel session will explore how a number of institutions have encouraged their security and IAM staff to work together to achieve shared institutional goals.
Speakers:
· Charles F. Dunn, Information Security Officer, University at Buffalo

· Jens Haeusser, Director, Strategy, The University of British Columbia

· Christopher Misra, Network Analyst, University of Massachusetts Amherst
· Session moderator: Mark S. Bruhn, AVP, Indiana University System
Growth of security and IdM at most institutions has been organic over time, and security officers often have multiple roles touching many parts of the organization.
As IT has become more of a strategic focus for the organization, and recognized as key to ongoing successful operation of the enterprise, these roles have grown in visibility and importance.

Organizational structure is not as important as coordination between these functions. 

Context matters – how your organization behaves, how you can effect change within your organization.

Traditional goals for IT Security: Confidentiality, Integrity, and Availability – aka “CIA triad.” The key is finding the balance between these goals, since sometimes it is very hard to achieve all 3 in all cases.

Q: Is it a good idea to have responsibility for coordinating IdM and IT Security in the same person?

A: Oversight of both areas can be challenging. Note the difference between input rights and decision-making rights. It depends, coordination between these areas can be a challenge. There is often a different reporting structure for these 2 roles.

Q: Re: role-based models for sec and IdM, we may begin seeing IdM move more into administrative systems because as it becomes more fundamental to core business processes, it will raise concern and visibility. Might IdM move as it becomes more prominent relative to admin systems?

A: As compliance issues become more prominent (e.g. Payment Card Industry - PCI) IT is really not the “owner” and key decision-maker, but rather an enabling function. There needs to be a serious campus dialog about roles and responsibilities, especially related to systems of record. The better the communication about needs and requirements and capabilities, the better off the organization will be as it faces new challenges. Translating between different communities, especially in terms of risk and technology, is key.

Key Points in the discussion:

· Delegation of certain control functions is often required, and needs special care to ensure adequate controls.

· Compliance and audit requirements are frequently the driver for security becoming more important to the organization. Security point solutions are not adequate, strong IdM is really required. Organization  needs to be able to demonstrate the controls are effective.

· Competing and overlapping regulations make for a complex environment. ISO 27001 is turning out to be an effective approach that addresses the other requirements well.
· Resources are never sufficient, and a risk assessment/management approach is useful in prioritizing for executives.

· The risks of a particular path need to be explored, enabling decisions by management about budget priorities.

Q: How do risks translate to tangible actions?
A: Common goal is reducing “unintentional risk.” Deliberate choices need to be made to reduce/eliminate risk. Business officers should be the ones to make the final risk decisions…

· Ongoing user awareness and training is an ongoing challenge, but cannot be neglected.

· While there are well defined security frameworks that can be applied to IdM, if staff have not come up through the security organization they may not be aware of them. Getting IdM and security staff talking and working to integrate their approaches, at least in terms of goals, is important.

· IdM frameworks are not as mature as security frameworks. 

Q: If security is not a centralized office, but more of a virtual organization (VO), how do you deal with audit and separation of duties?
A: There is a place for a central security office, to coordinate at a high level. But this can vary, and smaller schools may not need this as much as larger schools. Security is ultimately the responsibility of every employee, which is why ongoing awareness and training is essential. A central security office may give employees a false sense of security, that “someone else” is handling it…

Q: How can we improve user awareness and training?
A: Perfection is not possible, and should not be the goal, but rather it is an ongoing process and needs to be recognized and addressed that way. The message changes over time as we learn more and as the environment evolves. You need to work with the functional areas that have responsibility for the data. You evaluate your biggest risks and constantly evaluate your ROI.

“…a good plan executed today is better than a great plan executed next week…”

The security function is there to ensure business systems and processes operate as securely as possible. 

Q: What is special about IdM? Should it be treated differently?
A: It is fundamental, very few business processes have this level of impact on security.

Log correlation, audit, and verifiability are ongoing challenges. IdM goes a long way to help in these areas.

IdM is not the goal in itself, it is the key enabler for other goals, and fundamental to security. 

Q: Where can/do IdM professionals get mentored?
A: ITANA is a new organization that can be very good for this. Also JA-SIG pulls together staff new to this area. Educause STF has many great resources as well. The Educause IdM list is a great resource, a growing peer community. 
http://www.itana.org/
http://www.ja-sig.org/
