Lightning Talks

Friday, February 15, 2008

9:30 a.m. - 10:15 a.m.

Abstract:

Do you have a practice or interesting approach to share in the security and identity management space? Or would you like to connect up with someone with a similar challenge and collaborate on a solution? This session will provide a final chance for attendees to discuss a good idea or opportunity for peer networking
1. Klara Jelinkova

Director, Computing Systems

Duke University
Data management – knowing what the data is, classifying it, and keeping it secure – is a major challenge. How do we protect this as an organizational asset? With collaborative research increasing, how do we manage this data across organizations?

We tend to look at IdM from a business perspective, but researchers view it differently - often as a problem

· How do we manage distributed research data for which we are liable?

2. Merri Beth Lavagnino (Merri Beth) 
Chief Information Policy Officer

Indiana University System
Data policy compliance – It is essential to ensure that all relevant staff understand their responsibilities, and to keep communication channels open
3. Susan Blair
Chief Privacy Officer (CPO) 
U. Florida  

http://privacy.ufl.edu/
Many are concerned with the privacy function across the organization, including IRBs. 3 danger zones we see, based on risk and penalties:
· HIPAA

· FERPA

· PCI/DSS
P2P file sharing is a growing danger…

4. Zephyr McLaughlin

Lead, Security Middleware

University of Washington

· Tracking and managing application access to data is a growing challenge

· When users leave, is de-provisioning happening correctly and promptly?
· Have you done risk assessments for all of your applications?

· They are giving identities to each application to help with this…

Departments of UW have seen the need for this, and they are all working on building an application registry

5. Mike Olive, Stanford

Privilege Management and Signet

· Enabling business-level people to take over provisioning access, where appropriate

· Make tickets move more quickly

· Centralized PM gives an access point for audits and ensuring compliance

6. Sue M. Lipsky

Director

University of Connecticut
· CALEA overload? How to address unauthenticated access to public workstations? They have not yet divorced AuthN from AuthZ

· We developed a tool, separate directory, keeping guest IDs separate from NetIDs. Either can be used to login to public workstation.
· They have separate guest systems for WebCT and wireless.
· Sponsor can pre-register a guest list
· Enables delegation

7. Deborah M. Meder (Debbie)

Assistant Controller

The Pennsylvania State University
· Roles…

· Comptroller wants to encourage communication, and for IAM to be central

· Needs to manage risk across the organization 
· Needs to validate compliance for auditors

· Roles are critical…

· PCI/DSS compliance using roles

· Use eLearning as prerequisite to gaining access associate with role

· De-provisioning is important also when users change roles

· Use roles for workflow approvals, in addition to other functions

· Update security profile when user moves into and out of roles

· Automate as much as possible

· Build user-friendly tools to manage privileges and roles

· Use roles to maintain security and privacy
· Understand how VOs can help with all of this?

· Grant access when needed, but only if needed

· Find champion for academic roles
· Need to encourage trust

8. Alan Walsh

Manager, Identity Management Infrastructure

Indiana University

Kuali and federation

CIC IdM working group encouraged members to join InCommon, and all will have by mid-2008
Pilot projects in the works by mid-2009
There is a lot of collaboration among CIC members…

Kuali Foundation will be joining InCommon
