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Title

Risk Management of University Information 

Purpose

The purpose of this policy is to ensure that risks to University information are identified, analyzed, and managed so that they are maintained at acceptable levels. Risks to the confidentiality, integrity, and availability of university information are considered.
Scope

This policy applies to all University departments and functions that collect, transmit, or retain non-public University information in any form.

Overview

Risk management is the ongoing process of identifying risks and implementing plans to address them. Often, the number of assets potentially at risk outweighs the resources available to manage them. It is therefore important to know where to apply available resources to mitigate risk in a cost-effective and efficient manner. 

This policy lays the framework for a formal risk management program by establishing responsibility for risk identification and analysis, security planning for risk mitigation, and program management and oversight. It is important to note that program management and oversight is a university-wide responsibility that calls for the active involvement of executive leadership, departmental management, data stewards, and others with information management responsibility 
.

Policy Statements
1. The university Risk Management Officer (RMO) is responsible for coordinating the development and maintenance of risk management policies, procedures, standards and forms for the University.

Notes:

· The person assigned with RMO responsibility will depend on your institution’s size, organizational structure, and views about risk management benefits and responsibility. Likely candidates may include a high-level university administrator, Chief Information Officer (CIO), or Information Security Officer (ISO). The pros and cons for these are provided below.
· High-level administrator – Pros: This position is more likely to have the resources and authority to mitigate risks effectively; this placement supports the notion that risk management is not just an IT issue, but an organizational management issue; information security risks may be considered more broadly to include other non-electronic information; and risk management processes for information security may integrated into existing enterprise risk management processes. Cons: If institutional risk management processes are limited to risk transference (insurance), the high-level administrator may not have the awareness or expertise to carry out the risk management function effectively. Examples of a high-level administrator for consideration as the RMO include: Associate VP of Finance, Associate Provost, or a dedicated Risk Management Officer reporting to a VP.

· CIO – Pros: The CIO has the resources of central IT operations to assist with risk assessments and risk mitigation for central IT services; depending on the degree of “C” level responsibility, the CIO may have additional authority for addressing institutional risk. Cons: The CIO’s resources and authority are typically limited to information security issues associated with central IT operations; this placement of responsibility may lead to the conclusion that risk management is an IT issue, undermining efforts to address risk management as an institutional management responsibility.
· ISO - Pros: The ISO may have the expertise to conduct risk assessments and to advise management on risk management decisions related to electronic information. Cons: The ISO is unlikely to have the resources or authority to address risks; this placement of responsibility is similar to that of the CIO in that risk management may be viewed as a technical issue and not as a management issue.
2. The RMO is responsible for the ongoing development and day-to-day management of the university’s Risk Management Program (Program) for information privacy and security.
3. Organizational Unit heads shall ensure that risk assessments are performed at least once annually on all computing systems and/or business processes under their units’ control that involve non-public information, following guidance from the RMO on assessment method, format, content, and frequency.

4. Organizational Unit heads shall submit the risk assessment results and associated remediation plans to the RMO for review. Remediation plans shall include specific actions with expected completion dates, as well as an account of residual risks.

5. The RMO shall advise the Vice Chancellor for Administration or designee
 on risk management strategies and provide periodic reports on Program progress. 

Policy Implementation 

The RMO is responsible for coordinating the implementation of this policy and for providing guidance on the interpretation of specific policy requirements.

Definitions
Risk: The potential of harm to the University or its stakeholders.

Risk Assessment: A qualitative or quantitative evaluation of the nature and magnitude of risk to University information. The evaluation is based upon known or theoretical vulnerabilities and threats, as well as the likelihood of the threats being realized and the potential impact to the University and its stakeholders.

Risk Management: The process of evaluating and responding to risks to University information for the purpose of reducing those risks to acceptable levels. Risk management is inclusive of the risk assessment process, and uses the results of risk assessments to make decisions on the acceptance of risks or on taking action to reduce those risks.
History
Policy Effective:

Supersedes: 

� See Information Security Management Policy: A Template, � HYPERLINK "https://wiki.internet2.edu/confluence/display/secguide" ��https://wiki.internet2.edu/confluence/display/secguide� 


� The audience may be the chief operating officer, a high-level governance committee, or another authoritative person or body that has the ability to allocate resources to address high risk situations.








