13:00
Educause_Help

This audio presentation, slides, and transcript will be available from the EDUCAUSE Live! archive later today. Visit http://www.educause.edu/live for more information.

13:01
Bill Woodfin Tufts University

I hear no music or anything - has it just not started  yet?

13:01
Dan Basile

Someone is talking

13:01
Educause_Help

If the slides are not advancing properly, you may download a copy by visiting:

13:01
Educause_Help

@ Bill, If you are experiencing audio difficulties, please click on the Audio Problems at the top of the screen.  Note that the audio problems page will open in your browser, using a new tab or a new window, depending on your configuration.

13:01
Educause_Help

If the slides are not advancing properly, you may download a copy by visiting: http://www.educause.edu/ir/library/powerpoint/ESPNT4.ppt

13:01
Educause_Help

Twitter: #EDUSprint

13:02
Educause_Help

Before you sign off today, please take a moment and click the session evaluation link in the upper right corner of your screen or use this URL http://survey.educause.edu/live/sprint111T/. Your reactions and comments are very important to us.

13:03
Erin Cassidy - Sam Houston State University

His voice is really quiet over the teleconference line.

13:04
Tom Scavo

Yes, soft spoken speaker

13:04
Loretta Driskel

better

13:04
Dik Wad

How Timely with the recently released exposure of Apple capturing our geolocation!

13:04
Chad

loud and clear in Colorado

13:05
guest 6

fine in Boston

13:05
Dan Basile

cuts out a good bit here in tx

13:06
Tanya Joosten (UWM)

We do know everything ;)

13:06
Educause_Help

@ Dan, If you are experiencing audio difficulties, please click on the Audio Problems at the top of the screen.  Note that the audio problems page will open in your browser, using a new tab or a new window, depending on your configuration.

13:06
gotroot

cuts out here

13:07
Lauren | U-M Ann Arbor

"Think they know everything."  Oh so true.

13:07
Becky Peters

echos 

13:07
Educause_Help

@ gotroot, If you are experiencing audio difficulties, please click on the Audio Problems at the top of the screen.  Note that the audio problems page will open in your browser, using a new tab or a new window, depending on your configuration.

13:07
guest 6

just started in Boston.... cuts out a little

13:07
Educause_Help

If you experience audio difficulties you can connect to the phone simulcast. Please dial 1-877-944-2300 and use access code 99218#.

13:07
Bill Woodfin Tufts University

cutting out here in Boston too

13:07
Theresa

fine in Michigan - both online and on phone

13:08
S.terry - U of Memphis

increase the volume please

13:08
Educause_Help

We are aware that some participants are experiencing audio issues, If you experience audio difficulties you can connect to the phone simulcast. Please dial 1-877-944-2300 and use access code 99218#.

13:09
Loretta Driskel

quiet again

13:09
Educause_Help

@ S. Terry- we have adjusted the volume as best as possible, If you are experiencing audio difficulties, please click on the Audio Problems at the top of the screen.  Note that the audio problems page will open in your browser, using a new tab or a new window, depending on your configuration.

13:09
Jim Bouse Univ Oregon

:-)  What phone doesn't track your location?  All will know which cell towers you have accessed.

13:09
Jeff Schiller

But they don't *have* to keep a record!

13:10
Bill Drummond - Lawrence Technological University

Notice education is not on the slide about usage areas.

13:10
guest 6

I moved over the phone line and it doesn't cut out but the volume needs to be increased

13:10
Jim Bouse Univ Oregon

I guess the difference is the record is kept on the phone with iPhone and most others are kept by the company.

13:10
Nemir Matos Cintron

Phone number to connect to audio?

13:11
Educause_Help

If you experience audio difficulties you can connect to the phone simulcast. Please dial 1-877-944-2300 and use access code 99218#.

13:11
Ryan

WaveSecure for Android Phones, Awesome for lost/stolen

13:11
Dik Wad

:)

13:11
Bill Woodfin Tufts University

Android vs. iPhone security?

13:12
UTHSC

I agree with Guest 6,  Can you up the volume at your end so we get more, my phone is set to max, so was my computer and both came out low.

13:12
asdo-tech

One of the difficulties with mobile device security is convicing the users that there are legitimate risks - there are still many users who don't run A/V protection on their desktop/laptop machiens

13:12
Dan Basile

@ryan, is it free?

13:12
Nemir Matos Cintron

Thanks!

13:12
Dik Wad

only if you pay for it

13:12
Ryan

Dan: the beta was, but now it is a $10 a year sub I believe

13:12
Bill Drummond - Lawrence Technological University

What is our (educational institution) responsibilty W/R/T sercurity?  Since we are not (usually) providing the device, do we need to own the issue?

13:12
Dan Basile

@Thanks Ryan.  Looking for a good way to secure down Android phones for healthcare issues

13:12
Educause_Help

We have adjusted the volume as best as we can.

13:13
Ryan

Bill @ Wood: Apple iOS should have a built in security location feature, I'll see if I can find the link for you

13:13
Theresa

Amazing what students think we can do about securing devices.

13:13
Educause_Help

If you experience audio difficulties you can connect to the phone simulcast. Please dial 1-877-944-2300 and use access code 99218#.

13:13
Bill Woodfin Tufts University

volune better now!

13:13
Dik Wad

Nigerians have been impersonating for years

13:13
Ryan

Dan: WaveSecure locks the phone, remote wipe, prevents uninstalls, turns on GPS, or alarms.  It's worth the money

13:13
Theresa

We have requests that indicate they think we have a Lo-Jack kind of service on computers.  That will move to phones.

13:14
Ryan

/me raises hand

13:14
Dik Wad

Dont give you PIN to your teens

13:14
UTHSC

/me raises hand too

13:14
Chase

We have to have a PIN on ours if we're connected with our exchange server

13:14
Dik Wad

Take your Simcard with you

13:14
Dan Basile

Really, a passcode is better then a pin if you have that option

13:14
Ryan

Chase, that's a good call.  Especially with exchange

13:14
Bill Woodfin Tufts University

PINS are a low threshold - 4 digits? Nada

13:14
Willie George - UU Jackson

but a pin is much better than nothing!

13:15
Dan Basile

@willie I agree there

13:15
Matt Winans

BlackBerry BES contains the IMEI and make and mod.

13:15
Sarkis Daglian (UCI)

I've unfortunately found that most US providers won't do anything with an IMEI. Anyone know which providers will do something if you have an IMEI?

13:15
Ryan

Dan: WaveSecure also covers Windows Mobile and Blackberry OS phones

13:15
Dik Wad

Is Steve Jobs spying on us?

13:15
Bill Drummond - Lawrence Technological University

@Dik :-)

13:16
Dan Basile

@chase, how is that enforced?

13:16
Bill Drummond - Lawrence Technological University

Too many beans?

13:16
Mark Cianca

Illegal in California, but hasn't stopped anyone.

13:16
Dik Wad

Phones should have speed sensor and shut down about 10 MPH

13:16
asdo-tech

This is especially true in the Android market - there is very little oversight monitoring the content available on the market - what can seem like a legit app can turn your device into a location transponder

13:16
Chester Andrews

Google Apps for Education users: Have any of you used the remote wipe feature for any of your users?

13:16
Sarkis Daglian (UCI)

No, I am wondering the same thing Chester 

13:16
Thomas La Foe 2

That's a cool idea Dik

13:17
Bill Woodfin Tufts University

What did he say...sorry I am driving while texting and listening to the seminar at the same time!

13:17
Chase

Once you've added an Exchange server on your phone, it asks for a PIN.  After you set it, you're unable to turn it off unless you remove the Exchange account.

13:17
Dik Wad

The iPhone has an excellarometer built in, right?

13:17
Willie George - UU Jackson

but with a speed sensor, passengers in a car couldn't use their phones either

13:17
asdo-tech

accelerometer, yess

13:17
Bill Woodfin Tufts University

yep!

13:17
Bill Woodfin Tufts University

but like security it does not work

13:17
Thomas La Foe 2

Right. The problem is the passenger deal

13:17
David Baisley (Carnegie Mellon) 2

@Chase: that is an optional Exchange policy 

13:17
Timothy

Hi Farjad

13:18
Dik Wad

OK, how about prohibiting texting, not talking?

13:18
Dik Wad

Great presentere

13:18
Willie George - UU Jackson

Why shouldn't passengers be able to text?

13:18
Ryan

Dr. Sadeh - What method of communication have you had the best success with in educating students (the largest group, and least educated on the risk of the subject)?

13:18
Dik Wad

You want to text or live?

13:18
Thomas La Foe 2

I carpool, and have to text to keep my sanity.

13:19
Bill Drummond - Lawrence Technological University

Again, are we the usage police?  We don't take responsibility for driving habits...

13:19
Lauren | U-M Ann Arbor

It should be less about the phones preventing you from doing something and more about people using some common sense.

13:19
Adam

I find that I drive better when my wife doesn't talk with me, let alone talk on a phone!

13:19
Dik Wad

Would it discriminate again the dumb (non talker) if we shut down texting?

13:19
Matt Winans

What is everyone's stance on encryption?  Encrypt or not to encrypt if work information is on the device?

13:19
Bill Woodfin Tufts University

QUESTION: SECURITY CHARACTERISTICS OF iPHONE VS. WINDOWS VS. ANDROID?

13:19
Pacific

Has there been a large move toward multi-factor authentication based apps on mobile devices?  How is mobile device security impacting those initiatives?

13:19
Willie George - UU Jackson

Do the presenters have any practical information that pertains to universities specifically?

13:19
Dik Wad

What ISO standards cover mobile phones???

13:20
Dan Basile

@Bill Woodfin : I agree, that is the info I am looking for as well as how to lock them down when needed

13:20
Bill Woodfin Tufts University

YES dAN YOU GOT IT

13:20
Dik Wad

Did Steve Jobs violate your privact rights?

13:20
Bill Woodfin Tufts University

Sorry for caps Dan!

13:20
Dan Basile

HAHA

13:20
ColleenK

Ten Steps to Secure Your Mobile Device - http://bit.ly/a6tDgR

13:20
Sarkis Daglian (UCI)

IMEIs were brought up. Will any carrier disable a device based on IMEI?

13:20
Joshua Aversa (SGHE)

One company did create an app that is supposed to shut off phones when over 9 MPH:  http://www.turnoffthecellphone.com/.  Doesn't seem available for iPhone yet.

13:21
Bill Woodfin Tufts University

Society's problems are higher ed's problems!

13:22
Bill Drummond - Lawrence Technological University

@Sarkis - IMEIs?

13:22
guest 6

it comes down to the data owners and how they control distribution

13:22
Ryan

Look at the risk in data lose, Playstation was compromised recently.  Any breach you can prevent using education is a step in the right direction

13:22
Bret Hansen - SunGard Higher Education

@Josh, would you install the app that turned off your phone when you were over 9 mpg? :) I wouldn't

13:22
Dan Basile

@ColleenK Good link.  I didn't see the links to actual apps before

13:22
Ryan

loss*

13:22
Bill Woodfin Tufts University

yeh thanks Colleen!

13:22
Thomas La Foe 2

If we can trust students to report stolen phones, we can shut down access to university/course materials from the device.

13:23
Thomas La Foe 2

(and not just students, faculty and staff as well)

13:23
Bill Allison (UC Berkeley)

Given that Apple plans to announce turn-by-turn functionality for iPhone maps, don't look for them to approve a mph-based device disable anytime soon

13:23
Ryan

Thomas, I know we can track any wifi device on campus, stolen phones non-withstanding

13:23
Educause_Help

 Please continue to send your questions or comments to the chat area and we'll get to them at the next break. Also, continue the conversation with IdeaScale http://educause.ideascale.com

13:23
Dik Wad

Phishing: National sport of Nigeria

13:24
Joshua Aversa (SGHE)

@Bret - I'd definately want to install that app for my kids

13:24
Bret Hansen - SunGard Higher Education

@Josh, LOL, then you couldn't use MobileMe to track their speed and location :)

13:25
Dan Basile

I would prefer if the app just forwarded calls to voicemail and turned off txts

13:25
Ryan

Dan: Locale

13:25
Dan Basile

or qued them

13:25
Ryan

It's a location based application that changes your preferences for anything and everything depending on where ou are

13:25
Ryan

you*

13:26
UTHSC

Dan, I added a google number and give out that number instead of my real cell number.  If I don't answer quickly, it copies the message in text and voicemail to my gmail acct.

13:26
Timothy

Is it appropriate to text while at a red light?

13:27
Dan Basile

@UTHSC That is brilliant!  I should do that with mine

13:27
Ryan

Tim: Depends on your driving laws local

13:27
UTHSC

@Timothy, why not? 

13:27
Willie George - UU Jackson

This is general mobile security information.  Is any of this session going to be specific to the higher education sector?  (FERPA considerations, etc.)

13:27
Bret Hansen - SunGard Higher Education

@Timothy I have done it but then you don't notice the light change and you get honked at :)

13:27
Timothy

@Bret :)

13:27
UTHSC

@Dan, and the google number is free. If I start getting ads on it, I can delete it and make a new one.

13:28
Dan Basile

@UTHSC I have one, I just need to start using it

13:28
Bill Drummond - Lawrence Technological University

@Willie - Agree

13:28
Timothy

Google Voice is GREAT!

13:28
UTHSC

perfect

13:28
David Lane

Has anyone performed a cost benefit analysis of providing univerity paid for devices vs letting users use their own devices for university businesss purposes?

13:28
Bill Woodfin Tufts University

What about party lines LOL

13:28
american university

@ willie - i'm with you -  too general

13:28
Jeff 2

In NY, you can text or read email only when the car is not moving.  

13:28
UTHSC

@Timothy, yes it is!  I love that it screens my calls.

13:28
Timothy

@David, same question but for high schools

13:29
David Baisley (Carnegie Mellon) 2

Has anyone instituted remote wipe? On University or personally owned devcies?

13:29
Bill Woodfin Tufts University

No David

13:29
Bret Hansen - SunGard Higher Education

@UTHSC: - Love Google Voice, but wish I could use two Google Voice numbers for one device. One for work and one for personal

13:29
UTHSC

@David, we are not because the phones are personally owned, but subsidized.

13:29
Bill Woodfin Tufts University

same here

13:29
guest 6

yes our provider AT&T allows us to wipe blackberrys

13:30
Dan Basile

@David We suggest it.  We suggest it VERY strongly for the people who work in the clinics

13:30
Timothy

How do I obtain a PhishGuru account? Would work great for my office

13:30
UTHSC

two google numbers? have you tried using the 1st google number as the primary for the second google number?

13:30
Lorraine Elder

Northern Arizona University has remote wipe for both university-owned and personally-owned phones.

13:31
Bret Hansen - SunGard Higher Education

@UTHSC: also not allowed :(

13:31
Bill Woodfin Tufts University

I consider myself relatively saavy for an old guy - how does the user recognize a REAL warning from a phishing warning the looks  legitimate but is not?

13:31
Sammee

I opted out of NAU wipe out for my blackberry

13:31
UTHSC

@Lorraine, and people don't feel that this is imposing on their personal phones?

13:31
Sammee

They didnt buy my Blackberry...wh yshould they have the option of detroying my data

13:32
Lorraine Elder

Yup. But if we want to use the university network, we have to agree to the policy.

13:32
Sammee

its a baloney option by NAU

13:32
Dan Basile

@Lorraine Then your admins must have the back of the people enforcing that

13:32
Timothy

Those are impressive results!

13:32
MABlair

Lorraine, have you actually wiped personally owned and if so, any repercussions?

13:32
Jake Bishop

We have a similar remote-wipe policy for accessing University email services from your mobile device.

13:32
guest 6

with some applications wipe... it will only wipe out proprietary data

13:32
UTHSC

@Lorraine, how is their personal phone using the univ network?  to connect to email?

13:32
Sammee

i rather not pay the $50 they would charge to have NAU email on my Blackberry

13:33
Mike Richichi

Do those phishing response percentages seem high to people?

13:33
David Lane

How do detect malware on a smart phone if they have fallenf or a phishing attack?

13:33
Sammee

and give them the luxury of wirping my blackberry clean...NO WAY

13:33
Dan Basile

I want to send this game to our Faculty.  I can see a bunch of MD's playing this all day

13:33
Mike Richichi

I doubt we're seeing more than a few percent considering the number of attacks we must get

13:33
Lorraine Elder

@MABlair, I haven't but I suspect the folks in the responsible department have.

13:33
Michael Burke - UT Knoxville

I have to go with wipe policies.  No matter who owns the device, the data elongs to the institution and the network is both an institutional and community shared resource.  Protect them.

13:33
Bill Allison (UC Berkeley)

I would consider the smartphone as volatile storage - wipe would not destroy my data just a copy.  Risky proposition to think your data is safe on a mobile device.

13:33
Ryan

David: There are anti-virus and malware applications on market places (google, appstore, amazon) that might be worth looking into

13:33
guest 6

in some wipe out apps.... they only wipe out proprietary information and not personal information

13:34
Bill Woodfin Tufts University

I understand awareness campaigns - I would like somefirmer direction about assessing the risk and offering real solutions!

13:34
Sammee

If they pay for my cellphone bill and DEVICE..sure NAU can WIPE AWAY

13:34
Sammee

but otheriwse...no way

13:35
EPCC IT/IS

If you are using your own computing device and access student information, then one must adhere to school policies. 

13:35
Willie George - UU Jackson

What are universities required to do for FERPA compliance if student data is accessible from mobile devices?

13:35
Dik Wad

Nuking Nigeria would eliminate alot problems as well.

13:35
Joshua Aversa (SGHE)

That's why I think sandboxing of sensitive data will start to grow.  Apps like "Good" will grow and even RIM is getting into the virtualization of messaging with intentions to put Blackberry Messanger Apps on iPhone and Android:  http://www.bgr.com/2011/03/03/exclusive-blackberry-messenger-will-launch-on-android-and-ios/

13:35
Michael Burke - UT Knoxville

@sammee - and if someone steals university data from YOUR device, you agree to be personally liable for all mitigation costs?

13:35
Bill Woodfin Tufts University

Willie George - UU Jackson: Get a get lawyer!

13:36
Joshua Aversa (SGHE)

Then you don't have to wipe the entire device - just the sensitive data sandboxed to the specific messaging app

13:36
Lorraine Elder

@UTHSC, yes email, browsing, whatever. If you want to use your personally-owned mobile device (phone, tablet, etc.) on the NAU network, you have to agree to remote wipe. Otherwise, you can't get onto the network. Of course you can still use the cell network, just not wi-fi.

13:36
Ryan

Hey Dik, please stop trolling.

13:36
EPCC IT/IS

The data must be encrypted in motion and at rest. Once used, then removed from the computing device.

13:36
MABlair

Does Norman support employeers wiping personal devices with employer data? for example, upon separation?

13:36
Tom Scavo

These are good approaches to anti-phishing, but why not negate the impact of phishing altogehter by minimizing (or eliminating) the use of passwords?

13:36
Willie George - UU Jackson

We have several.

13:36
Bill Woodfin Tufts University

so do we!

13:37
Jeffrey Schiller

So your wi-fi network has more access then 3g network?

13:37
Bob Doyle - Northwestern

PIN lockouts or forced wipes after X number of bad logins is rough for those with children

13:37
George P. Burdell

it should be pointed out that Dr. Sadeh is the CEO of Wombat Security:  http://www.wombatsecurity.com/company

13:37
Bill Woodfin Tufts University

Anybody know a freeware remote device wipe software?

13:37
Timothy

Thank you for answering my question!

13:37
York College of PA

Google Apps will wipe iphones and androids

13:37
Jeffrey Schiller

I have a scheme for reversible remote wipe

13:37
Christopher Penido - NYU

Are there any instuitutions that are now on the Google Apps / Email platform using those tools for things like "Remote Device Wiping" ?

13:37
Dan Basile

@Bill: Built into iPhone and Android

13:38
Sammee

I just do an autoforward from the NAU acct to a Gmail acct so I can still have my student's emails forwarded to my Blackberry.

13:38
Dan Basile

@George, interesting.  I suspected but its nice to know

13:38
Joshua Aversa (SGHE)

Hmmm.... should I click the links to create an account at "Phishguru"?  How do I know they aren't just collecting my info to teach me a lesson about clicking links and creating an account just anywhere? :)

13:38
Bill Woodfin Tufts University

under the i store?

13:38
Sarkis Daglian (UCI)

ATT does not

13:38
Sarkis Daglian (UCI)

Who does? 

13:38
Dan Basile

@bill Its part of "Find My Phone"

13:39
Bill Woodfin Tufts University

thanks Dan, I'll look

13:39
guest 6

but Samme.... what if there is PII data in the email... how does Google protect the information

13:39
Educause_Help

Please type your questions for the presenter in our chat space. We'll have a few minutes after this presentation segment to share questions again. Also, continue the conversation with IdeaScale http://educause.ideascale.com

13:40
Bill Woodfin Tufts University

Question:  LIST THE TOP 5 THINGS WE CAN DO TO REDUCE THE RISK OF MOBILE DEVICE FRAUD (SPECIFICALLY)!

13:40
Dan Basile

@guest6  They don't protect it

13:40
EPCC IT/IS

Google does not protect the internal PII data. It is up to the sender and receiver.

13:40
Dan Basile

@bill Get rid of cell phones!

13:40
UTHSC

@Bill <like>

13:40
Bill Woodfin Tufts University

I have a party line and have to wind up my phone!

13:41
Bill Drummond - Lawrence Technological University

What can we do to safeguard our data?  Teaching users is less than perfect.  

13:41
guest 6

@dan.. I know.... that's the problem

13:41
guest 6

@Dan    I know.... that's the problem....

13:41
Dan Basile

@Bill HAHAHAHA!!

13:41
Roxann Riskin

what is the best data phone for educators?

13:41
Sammee

BB Rxann is the best

13:41
Joshua Aversa (SGHE)

I saw an article about posting pics from your phone as a big caution - some automatically include geolation of the picture in the image metadata.  Burglars were finding these pictures of a for sale Macbook or whatever on craigslist and then using the geolocation data to find the persons house to steal the for sale item when they weren't home.

13:41
Roxann Riskin

what about iphone?

13:41
guest 6

Data protection is the data owners responsibility

13:42
Roy Teahen - Baker College

Norman Sadeh is the CEO and co-founder of wombat security

13:42
guest 5

Can you recommend trustworthy and quality security and/or anti-virus apps?

13:42
Bill Woodfin Tufts University

N OTE: Unlike Apple store that tests apps, Android market is like the wild west with no vetting!

13:42
Dan Basile

@Joshua The geolocation tags are a big deal.  We require people to turn that off as many apps automaticly use that information

13:42
Sarkis Daglian (UCI)

all hail uncle Steve 

13:42
EPCC IT/IS

When sending PII data over a "public" network even if over https (SSL/TLS), the data file is encrypted. I use Truecrypt. the code is sent later or is already known.

13:42
Bill Drummond - Lawrence Technological University

@guest 6 - So as data owners, how can we protect our data?

13:42
Sammee

GUI interface 9f phishguru doesnt allow one to do anything else

13:42
Sammee

??

13:43
guest 6

@bill Drummond... That is the million dollar question

13:44
Timothy

Do we need to take the same precautions for apps on the Apple Apps Store?

13:44
Bill Woodfin Tufts University

Tim not so much as Andri=oid

13:44
Ryan

Tim, Apple Apps are a little more strict 

13:44
Timothy

@Ryan Strict or Safe?

13:44
Roxann Riskin

sammee good ideas

13:44
Dan Basile

@Tim Strict.  Not always safe

13:45
Bill Woodfin Tufts University

Apple runs a security tool before posting (otherwise they don't care about security!)

13:45
Timothy

@Bill What does the tool check for?

13:45
Dan Basile

@Bill But that doesn't always make the app safe

13:45
Roxann Riskin

Bill that sounds scary

13:45
Bill Drummond - Lawrence Technological University

After watching this presentation, I am leaning toward recommending NO phones access any sensitive data from our networks.

13:45
Bill Woodfin Tufts University

known virus and trojan markers or characteristics

13:45
Roxann Riskin

Hi Bill

13:45
Bill Woodfin Tufts University

not perfect

13:45
Tina W.

we just had a presentation from Apple and I asked about security of Apple aps...they said they are safe because each aapp is reviewed thorougly

13:46
Bill Woodfin Tufts University

Hi Roxann

13:46
Dan Basile

@Tina Thoroughly is a very vague term

13:46
Roxann Riskin

and Bill D! :)

13:46
Timothy

Does anyone here use Locaccino?

13:46
Bill Woodfin Tufts University

like the iPhone 4 antenna setting

13:46
Bill Allison (UC Berkeley)

Re: data, ferpa etc important to drill into how/where/why mobile is different than existing paradigms.  Arguably very little changes with mobile from tradition computing/access rules.  

13:47
Roxann Riskin

do students really now any of this?

13:47
Ryan

Roxann, very few

13:47
Timothy

@Roxann  Rarely

13:47
Bill Woodfin Tufts University

Better than WE do!

13:47
Roxann Riskin

:(

13:47
Joshua Aversa (SGHE)

Because of the oversight at Apple, the danger is less, but not safe.  This was not malicious to users, but developers were posting apps in the past with easter eggs to allow device data tethering outside of plan that got through Apple's review.  So malicious developers could potentially sneak in bad code through the same kind of easter eggs.

13:47
Timothy

@Josh That's very true

13:48
Roxann Riskin

i am due for a new phone..now the BB sounds like a keeper

13:48
Roxann Riskin

any advice?

13:48
Bill Woodfin Tufts University

going from iPhone to Android - better functionality!

13:49
Timothy

@Bill can you be more specific?

13:49
UTHSC

Happy with my iPhone

13:49
Bill Allison (UC Berkeley)

need framework to assess risks in fashionable technologies like mobile and cloud - security doesn't need to prevent all problems just focus where most critical risks are

13:49
Joshua Aversa (SGHE)

I think its more about default settings on the device and true sandboxing of sensitive data from other apps to be secure.  BB did some of this better earlier, but the other platforms have been catching up.  In general you need to have smart users no matter the platform.

13:49
Timothy

In general, are password managers safer or riskier?

13:49
Roxann Riskin

joshusa that helps!

13:49
Bill Allison (UC Berkeley)

@UTHSC - yeah, like my iStuff too

13:49
Bill Woodfin Tufts University

Quicker processing, less proprietary formats, expandable memory and better refresh rate than Apple

13:50
Educause_Help

http://mcom.cs.cmu.edu

13:50
Educause_Help

http://wombatsecurity.com

13:50
Sammee

how can we avail of services of phish guru?

13:50
Educause_Help

sadeh@cs.cmu.edu

13:50
Educause_Help

http://www.scientificamerican.com/article.cfm?id=how-to-foil-phishing-scams

13:50
Sammee

FRustrating websites

13:50
Educause_Help

http://wombatsecurity.com/file_download/3/Teaching Johnny Not to Fall for Phish.pdf

13:50
Educause_Help

http://wombatsecurity.com/file_download/3/Teaching Johnny Not to Fall for Phish.pdf

13:50
Bill Woodfin Tufts University

Two foam cups and a string?

13:50
Educause_Help

http://doi.acm.org/10.1145/1242572.1242660

13:51
Educause_Help

www.locaccino.org/science

13:51
Bob Doyle - Northwestern

sensitivity is a sliding scale

13:51
Educause_Help

http://www.wombatsecurity.com/CMU-Case-Study-Download

13:51
York College of PA

Is any one using MDM on an enterprise level?

13:51
guest 6

how do you prevent data from to to the mobile device

13:51
Educause_Help

http://wombatsecurity.com/file_download/1/pg-whitepaperC.pdf

13:51
Bill Allison (UC Berkeley)

re: no phones -- what about the opposite trends of people using smartphones and tablets exclusively.  That's an emerging trend

13:51
Sammee

HOW do i register for phishguru??

13:51
Ryan

Thank you for the informatio

13:51
Bill Woodfin Tufts University

Yes Bill so true

13:51
Ryan

information*

13:51
Roxann Riskin

thanks... i might keep the BB for now

13:51
UTHSC

so, are we sure that if we download the Wombat security software that it doesn't have easter eggs. bahaha

13:52
Dan Basile

Looks like phishguru is a pay service

13:52
Educause_Help

http://wombatsecurity.com/file_download/8/Anti-Phishing Phil whitepaper.pdf

13:52
Bedan Kamau

So i presume you would not recommend using MOD kernels for enthusist websites/forums?

13:52
EPCC IT/IS

Thanks for the references

13:52
Bob Doyle - Northwestern

Does anyone have experience with the good security isolation tech for android?  http://good.com/

13:52
Bill Woodfin Tufts University

Have to get a phishing license Dan!

13:53
Sammee

ho much is a PHISH account??

13:54
Roxann Riskin

i taught fb privacy to staff who thirsty for this info

13:54
Sammee

I think Im suspect now of the wombatsecruity website...

13:54
Shannon Smith

Twitter question: How dows one tell if there is malware on your phone?

13:54
Bill Woodfin Tufts University

Phorty dollars a month!

13:54
Dan Basile

@Bill I thought Just paid TX for that last week!!

13:54
Sammee

it doesnt have any prices for its account or services...might just be collecting COOKIE data

13:54
Georgette Michko

Lack of concern about privacy may be due to inexperience. They have not been burned yet. It will be interesteting to see their concerns change, in 5 to 10 years with more experience.

13:54
Jim Bouse Univ Oregon

If you didn't allow secure phone connection to data, why would you consider allowing laptop or desktop connection to the same data.  All require the proper secure steps and user training to be effective/safe.  At least at this time I would think much more sesitive data has been lost on laptops.  :-)  Never keep sensitive data on mobile devices.

13:54
Timothy

That sounds preposterous

13:55
Roxann Riskin

excellent point

13:55
Sammee

WOMBAT is one big product placement for this FORUM

13:55
Sammee

we should have been warned

13:55
UTHSC

@Georgette, same people ignoring securing mail because they think they won't have identify fraud?

13:55
Educause_Help

sadeh@cs.cmu.edu

13:55
Bedan Kamau

Nice blog on Web Surveillance and Conservatism on the chronicle of higher ed  https://chronicle.com/blogs/brainstorm/web-surveillance-and-conservatism/34623

13:56
Dan Basile

@Sammee: I don't think they knew

13:56
EPCC IT/IS

To see metadata in a photo if LB is used, check out ExifPro.

13:56
Roxann Riskin

higher ed should have policies at least in the planning stages? right?

13:56
Roxann Riskin

if the phones are"owned" by the university

13:56
Sammee

Well @ Dan...they ...the organizers should have done their due DILIGENCE on the background of these presenters

13:56
Roxann Riskin

legal /lawyers universities?

13:57
Bill Drummond - Lawrence Technological University

@Roxann - I would love to see some examples of institutional policies

13:57
Roxann Riskin

Yeah Bill! :)

13:57
Bill Woodfin Tufts University

me too

13:57
Sammee

this forum should be renamed WOMBAT SECURITIES advertising FORUM

13:57
Roxann Riskin

at least drafts in policy now not later

13:57
Sammee

Im so mad.

13:57
Roxann Riskin

sammeee?

13:57
UTHSC

@Sammee, I see that you are.

13:58
Sammee

should be more upfront about  this

13:58
Bill Woodfin Tufts University

need MORE specific ideas!

13:58
Bedan Kamau

campus issued phones/tablets should be held to stricter security regulations

13:59
Roxann Riskin

like HIPPA? or am i off track???

13:59
Bill Drummond - Lawrence Technological University

As educators, we understand how little sticks when we try to educate people.  What are some other options?

13:59
Daniel Camputaro

@Sammee, regardless of the presenter's corporate affiliations, it is still a worthwhile discussion and has been presented fairly

13:59
Dan Basile

@Bill: I find there are very very few presentations where they give specific recomendations

13:59
Bill Allison (UC Berkeley)

@Georgette- that will be interesting.  Security is also expensive.  UCB very focused on protecting PII - but very little of that needs to reside on phone.  Cached credentials a problem, but otherwise mobile apps access enterprise apps that restrict sensitive data access.  We have much less security/IP protection needs than industry.

13:59
UTHSC

@Bedan, ours are. We have regulations for everything include our travel drives

13:59
Sammee

its a conflict of INTEREST...

13:59
Bill Woodfin Tufts University

I know Dan but hope springs eternal!

13:59
Bob Doyle - Northwestern

but most people access data from non-university devices, protection has to be based around the data being accessed

13:59
Educause_Help

Thanks for attending! This audio presentation, slides, and transcript will be available from the EDUCAUSE Live! archive later today. Visit http://www.educause.edu/live for more information.

13:59
Dan Basile

@Roxann That is a huge concern for those of us with doctors inputing paitent data on tablets

13:59
Bill Drummond - Lawrence Technological University

Bye!

13:59
Steve Rholl - St. Olaf College

Thank you!

13:59
Educause_Help

Up next, join us for an informal Q&A sessions led by mobile computing experts from the field beginning at 2:10 p.m. ET

14:00
Roxann Riskin

thanks !!!!!! sammee !!! :)

14:00
Bill Drummond - Lawrence Technological University

See y'all tomorrow!

14:00
Educause_Help

Before you sign off today, please take a moment and click the session evaluation link in the upper right corner of your screen or use this URL http://survey.educause.edu/live/sprint111T/ . Your reactions and comments are very important to us.

14:00
Sammee

Thanks Roxanne

14:00
Bill Woodfin Tufts University

See ya people!

14:00
UTHSC

See ya back!

14:00
Grace Lin (Hawaii)

thank you!

14:00
Bedan Kamau

Thank you 

14:00
Dan Basile

Thanks!

14:00
UTHSC

Thank you Norman!

14:00
EPCC IT/IS

Thank you
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