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This playbook is a reference process for handling Ransomware incidents which should be exercised, deployed and governed as part of the incident management function.
[bookmark: _Toc393965381][bookmark: _Toc465346150]-Playbook Applicability - Ransomware
A ransomware incident involves a piece of malicious software which has been successfully executed on a system. The code could be targeted and bespoke or generic. Ransomware is a specific subset of malware that is designed to block access to a computer system or data on a computer system, usually until a sum of money is paid.

Due to the fact that ransomware is a type of malicious code, this playbook overlaps significantly with the “Malicious Code” playbook.


1. Verify Ransomware
a) Verify and Contain
i)  Notify IT Admins (Code Red)
ii)  Has a Ransomware message appeared on the screen?
(1) Yestake a picture and then remove from network and proceed to Section 2. of this playbook.  
(2) NoIf in the process of encrypting and the message has not appeared, immediately remove from the network
(3) Unsure?If you are unsure of what to do and but believe you have been compromised, remove from the network.  
iii)  Shared File Location
(1) Check for encrypted files
(2) Disconnect from the backups and the DR sites until Ransomware is contained. 
2. Investigate
a) <Insert your EDR solution> Endpoint Detection and Response (EDR)
i) Did EDR detect Ransomware
(a) YesInvestigate Ransomware in Windows Defender Security Center (If Operating System is 1803 or higher, auto investigation will begin)
(b) NoNotify Microsoft that EDR failed to detect Ransomware.
b) Endpoint Protection Platform (EPP)
i) Has malicious code been found on systems? (Y/N)
(1) YESwe use that code and all tools possible to see if it exists anywhere else on the network.  
(a) NOProceed to (2)
(2) Is the code a potential unwanted application, remote access, or hacker tool?
(a) YESwe use the info provided to see if other devices on the network have been exposed.  
(b) NOProceed to (3)
(3) EPP detect Ransomware?
(a) Yes
(i) Was it stopped?
(ii) Investigate further to gather more details.  
(b) No
(i) Why it was not detected?
(ii) Contact vendor to notify them EPP did not detect Ransomware.
(iii) If further investigation provides you hashes or Indicators of Compromise (IOC’s), enter into EPP immediately to stop further propagation.  
c) EDR (Oracle)
i) Did EDR detect Ransomware?
(1) YesEDR filters data into Enterprise EDR, follow process found above under 2.a.
(2) NoContact EDR provider and inform them there was no detection.
d) SIEM/IDS-IPS
i) Has there been communication with known malicious hosts?
ii) Have there been any offenses created in SIEM?
e) Identify scope of impact
i) Internal
(1) How many endpoints were affected?
(2) How many servers were affected?
(3) Were backups affected?
(4) Was Shared folder location affected?
ii)  External
(1) Have there been any threats/comments made on Social Media? (Facebook, Twitter, Reddit, etc.)
(2) Communicate with 3rd party vendors.
(a) DHS NCCIC
(b) REN-ISAC
(c) US-CERT
iii)  Are there reports of global issues where the company would be collateral damage?
(1) Is this a targeted attack of the company or across the education sector?  Or many sectors?
3. Ransomware Verified (DISCONNECT SYSTESMS RIGHT AWAY!) (Physical Connections goes to Wi-Fi once disconnected, make sure to disconnect both!)
a) Assess Damage
i)  Important Systems or Data
(1) How sensitive is the data stored, processed, or transmitted by the affected systems.
(2) How critical are the services provided by the affected systems?
(3) Do the systems or data being targeted affect a single person, team, business unit, or whole organization?
(4) What other systems are on the same subnet as the affected systems? (Network Segmentation)
ii)  Many Systems or Data
(1) Which systems are affected and how sensitive is the data that is stored?
(a) How much data is affected?
(2) How critical are the services provided by the affected systems to the organization?
(3) Is there data availability, integrity, or confidentiality issues?
(a) Where does the data reside and how is it accessed?  Local Systems, Network Drives 
iii) VPN Users
(1) Disable through ATP
(2) If EDR has been disabled, work with Network Team to terminate VPN session.  Then work with Service Desk team to prevent further sessions.  Must occur within first 5-10 minutes or else endpoint has been lost.  
4. Analyze
a) Check Appendix and compare to see if Ransomware falls under any of the more commonly known.  
b) Is there any information the Ransomware provides that indicates a specialized targeted function?
c) Does the ransomware target specific data/system(s)?
d) Is there any evidence of data being exfiltrated?
e) How were systems infected?
i)  Phishing?
(1) Was the attack Targeted or an act of War Driving?
ii)  Malicious download?
(1) .pdf?
(2) .exe?
iii) Attack Vectors
iv) If Ransomware propagated and affected multiple systems, was it done so automatically or did it require user interaction?
f) Network
i) What addresses (IP, Email, Social Media, etc.) is the ransomware communicating with?  Command and Control?
ii) What does threat intelligence say about the addresses?
iii) Will this stop services or just slow them down?
iv) Will availability issues cease once Ransomware has been successfully mitigated?
v) Packet Capture Analysis?
vi) Payload analysis, via EPP?  
5. Recovery/Mitigation
a)  Backups? (See Appendix)
i) Full Backup
ii) Incremental Backup
iii) Differential Backup
iv) Shared Folder
v) OneDrive
(1) EDR will notify us of the threat and will provide options to recover OneDrive files (Files Restore) to the state prior to the attack.  
b) Search Enterprise for Ransomware Indicators of Compromise (IOC’s)
c) Implement additional countermeasures as a lesson learned. 
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APPENDIX A
· Ransomware 
· Crypto RansomwareThis ransomware will lock your files by encrypting and then progressively delete them.  
· Locker Ransomwarethis ransomware works by displaying a warning, allegedly from the FBI, the police or some authority, stating that your system will remain unstable unless a ransom has been paid.  
· Methods of Delivery
· Spam
· Exploit Kit
· Malicious Software
· Malicious Files
· Known Types
· Bad Rabbit
· Infected organizations in Russia and Eastern Europe.  Was spread through a fake Adobe Flash update on compromised websites.  When infected, users were directed to a payment page demanding .05 Bitcoin, which amounted to 285 dollars at the time.  
· Cerber
· Targeted cloud based Office 365 users and impacted millions using an elaborate phishing campaign.  This type of malware emphasizes the growing need for Software as a Service backup in addition to on-premises.  
· Crysis
· Crysis can encrypt files on fixed, removable, and network drives and it uses strong encryption algorithms and a scheme which makes it hard to crack in a reasonable amount of time.  Typically spread via emails containing attachments with double-file extension (test.pdf.exe), which make the filer appear as a non-exe.  In addition to emails, it can also be disguised as a legit installer for applications.  
· CryptoLocker
· One of the most well-known Ransomware attacks in Cryptolocker, which made headlines in 2013.  The original Cryptolocker botnet was shut down in 2014, but not before hackers extorted nearly 3 million dollars.  
· CryptoWall
· Gained notoriety after the downfall of the original CryptoLocker.  First appeared in early 2014 and variants have appeared with a variety of names.  Distributed via spam or exploit kits.  
· CTB-Locker
· The hackers behind CTB-Locker outsourced the infection process to partners in exchange for a cut.  This is a proven strategy for achieving large volumes of malware infections at a faster rate.  
· GoldenEye
· Similar to Petya, hackers spread GoldenEye through a massive campaign targeting human resources departments.  After the file download, a macro is launched which encrypts files.  For each encrypted file, GoldenEye adds a random 8-character extension at the end.  Then, the ransomware modifies the user’s hard drive MBR with a custom boot loader.  
· Jigsaw
· Encrypts and progressively deletes files until a ransom is paid.  The ransomware deletes a single file after the first hour, then deletes more and more per hour until the 72 hour mark, when all files are deleted.  
· KeRanger
· Was discovered on BitTorrent client.  Was not widely distributed but, it’s known as the first fully functioning ransomware designed to lock Mac OS X applications.  
· LeChiffre
· Unlike other variants, hackers must run LeChiffre manually on the compromised system.  Cyber criminals automatically scan networks in search of poorly secured remote desktops, logging into them remotely and manually running an instance of the virus.  
· Locky
· Locky is spread in an email messaged disguised as an invoice.  When opened, the invoice is scrambled and the victim is instructed to enable macros to read the document.  When macros are enabled, Locky begins encrypting a large array of file types using AES encryption.  
· NotPetya
· NotPetya, originally claimed to be a variant of Petya, is instead of malware known as wiper, whose sole purpose is destroying data rather than obtaining a ransom.  
· Petya
· Petya encrypts entire computer systems.  Petya overwrites the master boot record, rendering the OS unbootable.  
· Spider
· Spider is spread via spam emails across Europe.  Spider ransomware is hidden in MSoft Word documents that install the malware on a victim’s computer when downloaded.  The Word document, which is disguised as a debt collection notice, contains malicious macros.  When these macros are executed, the ransomware begins to download and encrypt the victim’s data.  
· TeslaCrypt
· Uses AES algorithm to encrypt files.  It’s typically distributed via the Anger exploit kit specifically attacking Adobe vulnerabilities.  Once a vulnerability is exploited, TeslaCrypt installs itself in the MSoft temp folder.  
· TorrentLocker
· Typically distributed through spam email campaigns and is geographically targeted with email messages delivered to specific regions.  TorrentLocker is often referred to as CryptoLocker, and it uses AES algorithm to encrypt file types.  It also collects email addresses from the victim’s address book to spread malware beyond the initial infected computer-this process uses TorrentLocker.
· WannaCry
· This ransomware hit over 125K organizations in over 150 countries.  The ransomware strain, AKA WCry or WanaCrypt0, currently affects Windows machines through MSoft exploit known as EternalBlue.
· ZCryptor
· Is a self-propagating malware strain that exhibits worm-like behavior, encrypting files and also infecting external drives and flash drives so it can be distributed to other computers.  
· Prevention/Mitigation
· Education
· Bi-annual phishing campaign 
· Security
· Network Segmentation
· This method pursues the goal of protecting IT infrastructure by restricting the scope of resources an intruder/malware has access to.  It presupposes the compartmentalization of data, network assets, and applications into standalone segments while limiting communication between these segments.  Therefore, if a Ransomware event were to take place, the infection would be unable to traverse the entire network to encrypt. 
· AV
· EPP
· Enhanced Mitigation Experience Toolkit (EMET)
· Anti-Spam Settings
· Disablement of Macros
· Application Whitelisting
· Maintain Secure Backups
· Full Backups
· Full backups copy all data to another set of media, in our case, a tape. (Iron Mountain).  Primary advantage to performing a full backup, though it can take much time and space, is that a complete copy of all data is available with a single set of media.  This results in a minimal time to restore data, a metric known as Recovery Time Objective (RTO).
· Incremental Backup
· Incremental backups will result in copying only the data that has changed since the last backup operation of any type.  The modified time stamp on files is typically used and compared to the time stamp of the last backup.  The benefit of an incremental backup is that they copy a smaller amount of data than a full, resulting in a faster backup that requires less media to store the backup.  
· Differential Backup
· Similar to an Incremental backup, it will copy all data changed from the previous backup the first time performed.  However, each time afterwards, it will continue to copy all data changed since the previous full backup.  Therefore, more data will be stored, though far less than a Full.  Time and space falls in the middle of the 3.  
[image: ]
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APPENDIX B: Do We Pay the Ransom?
For the full article, see details at the Forrester link:  https://www.forrester.com/report/Forresters+Guide+To+Paying+Ransomware/-/E-RES154595
[bookmark: _GoBack]

APPENDIX C: Ransomware Protection Strategies
Attached are recommendations on how to harden your environment to prevent Ransomware.
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Ransomware is a common method of cyber extortion or disruption for financial 
gain. This type of attack can instantly disrupt access to files, applications or 
systems until the victim pays the ransom (and the attacker restores access 
with a decryption key) or the organization restores and reconstitutes from 
backups. Once ransomware is invoked within an organization, most variants 
utilize privileged accounts and trust relationships between systems for lateral 
dispersion.


Ransomware is commonly deployed across an environment in two ways:


1. Manual propagation by a threat actor after they have penetrated an 
environment and have administrator-level privileges broadly across the 
environment:


• Manually run encryptors on targeted systems.


• Deploy encryptors across the environment using Windows batch files (mount 
C$ shares, copy the encryptor, and execute it with the Microsoft PsExec tool).


• Deploy encryptors with Microsoft Group Policy Objects (GPOs).


• Deploy encryptors with existing software deployment tools utilized by the 
victim organization. 


2. Automated propagation:


• Credential or Windows token extraction from disk or memory. 


• Trust relationships between systems — and leveraging methods such as 
Windows Management Instrumentation (WMI), SMB, or PsExec to bind to 
systems and execute payloads.


• Unpatched exploitation methods (e.g., EternalBlue — addressed via 
Microsoft Security Bulletin MS17-010).1


The purpose of this document is to provide practical endpoint security controls 
and enforcement measures which can limit the capability for a ransomware or 
malware variant to impact a large scope of systems within an environment. If 
there is an active outbreak, depending upon the propagation method that the 
variant is leveraging, implementing many of the recommendations within this 
document can potentially disrupt and contain the event. 


While the scope of recommendations contained within this document are 
not all encompassing, they represent the most practical controls for endpoint 
containment and protection from a ransomware outbreak. If implemented 
proactively, the scope of controls outlined within this document can protect 
an organization from being impacted by a ransomware event that disrupts 
operations and impacts a large scope of systems.


Overview


1 Microsoft (March 14, 2017). Microsoft Security Bulletin MS17-010 - Critical.



https://docs.microsoft.com/en-us/security-updates/securitybulletins/2017/ms17-010
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Endpoint Segmentation


Endpoint Hardening


Windows Firewall
During a ransomware event, many variants utilize privileged and trusted accounts to bind to systems within an environment. 
Commonly, Server Message Block (SMB) is utilized for the communication channel between systems. While SMB is 
typically required within a Windows operating environment (e.g., workstation to Domain Controllers or File Servers), the 
scope of SMB communications permitted directly between systems can be restricted and minimized (e.g., workstation-to-
workstation). 


During a ransomware event, a Windows Firewall policy can be configured to restrict the scope of communications 
permitted between common endpoints within an environment. This firewall policy can be enforced locally or centrally 
via Group Policy. At a minimum, the common ports and protocols that should be blocked between workstation-to-
workstation—and workstations to non-Domain Controllers and non-File Servers include:


• SMB (TCP/445, TCP/135, TCP/139)


• Remote Desktop Protocol (TCP/3389)


• Windows Remote Management / Remote PowerShell (TCP/80, TCP/5985, TCP/5986)


• WMI (dynamic port range assigned through DCOM)


Using Group Policy, the settings listed in Table 1 can be configured for the Windows Firewall to restrict inbound 
communications for endpoints in a managed environment.


Group Policy Setting Path: 
• Computer Configuration > Policies > Windows Settings > Security Settings > Windows Firewall with Advanced Security


Tactic: Lateral dispersion amongst systems using standard Windows Operating System protocols 


Table 1. Windows Firewall recommended configuration state. 


Profile 
Setting


Firewall 
State


Inbound 
Connections


Log Dropped 
Packets


Log Successful 
Connections


Log File Path Log File Maximum 
Size (KB)


Domain On
Block all connections 
that do not match a 
preconfigured rule


Yes Yes %systemroot%\system32\LogFiles\
Firewall\pfirewall.log 4,096


Private On Block All 
Connections Yes Yes %systemroot%\system32\LogFiles\


Firewall\pfirewall.log 4,096


Public On Block All 
Connections Yes Yes %systemroot%\system32\LogFiles\


Firewall\pfirewall.log 4,096
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Additionally, to ensure that only centrally managed firewall rules are enforced during a containment event (and cannot be 
overridden by a nefarious actor), the settings for “Apply local firewall rules” and “Apply local connection security rules” 
can be set to “No” for all profiles.


Figure 1. 


Windows Firewall 
recommended 
configurations.


Figure 2.


Windows Firewall 
domain profile 
customized 
settings.
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To quickly contain and isolate systems, the centralized Windows Firewall setting of “Block all connections” (Fig. 3) 
will prevent any inbound connections from being established to a system. This is a setting that can be enforced on 
workstations and laptops - but will likely impact operations if enforced for servers; although if ransomware is spreading 
throughout an environment, it may be a necessary step for quick containment.


Note: Once the event has been contained and deemed “safe” to re-establish connectivity amongst systems within an environment, via 
Group Policy, the “Inbound Connections” setting can be changed back to “Allow” if necessary.


Figure 3. 


Windows 
Firewall - “Block 
all connections” 
settings.


The protocols and ports listed in Table 2 represent the most common avenues for lateral movement and propagation.  If 
blocking all inbound connectivity for common endpoints is not practical for containment, at a minimum, the protocols and 
ports listed in Table 2 should be considered for blocking using the Windows Firewall.


For any specific applications that may require inbound connectivity to end-user endpoints, the local firewall policy 
should be configured with specific IP address exceptions for origination systems that are authorized to initiate inbound 
connections to such devices.


Table 2. Windows Firewall suggested block rules.


Protocol / Port Windows Firewall Rule Command Line Enforcement


SMB


TCP/445, TCP/139, TCP/135


Predefined Rule:
• File and Print Sharing


netsh advfirewall firewall set rule 


group=”File and Printer Sharing” new 


enable=no


Remote Desktop Protocol


TCP/3389


Predefined Rule:
• Remote Desktop


netsh advfirewall firewall set rule 


group=”Remote Desktop” new enable=no


WMI Predefined Rule:
• Windows Management Instrumentation (WMI)


netsh advfirewall firewall set rule 


group=”windows management instrumentation 


(wmi)” new enable=no


Windows Remote Management / 
PowerShell Remoting


TCP/80, TCP/5985, TCP/5986


Predefined Rule:
• Windows Remote Management
• Windows Remote Management (Compatibility)


Port Rule: 
• 5986


netsh advfirewall firewall set rule 


group=”Windows Remote Management” new 


enable=no


Via PowerShell:
Disable-PSRemoting -Force
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Figure 4.


Windows Firewall 
suggested rule 
blocks via Group 
Policy.


RDP Hardening
Remote Desktop Protocol (RDP) is a common method 
used by malicious actors to remotely connect to systems, 
laterally move from the perimeter onto a larger scope of 
systems, and deploy malware. External-facing systems 
with RDP open to the Internet have elevated risk. 
Malicious actors may exploit RDP to gain initial access 
into an organization, perform lateral movement, invoke 
ransomware, and potentially access and steal data.


Proactively, organizations should scan their public IP 
address ranges to identify systems with RDP (TCP/3389) 
and other protocols (SMB – TCP/445) open to the 
Internet. At a minimum, RDP and SMB should not be 
directly exposed for ingress and egress access to/from 
the Internet. If required for operational purposes, explicit 
controls should be implemented to restrict the source IP 
addresses which can interface with systems using these 
protocols. 


Enforce Multi-Factor Authentication
If external-facing RDP must be utilized for operational 
purposes, multi-factor authentication should be enforced 
for connectivity. This can be accomplished either via the 
integration of a third-party multi-factor authentication 
technology or by leveraging a Remote Desktop Gateway 
and Azure Multi-Factor Authentication Server using 
RADIUS.2


Leverage Network Level Authentication
For external-facing RDP servers, Network Level 
Authentication (NLA) provides an extra layer of pre-
authentication before a connection is established. NLA 
is also useful for protecting against brute force attacks, 
which often target open internet-facing RDP servers.


NLA can be configured either via the User Interface (UI) 
(Fig. 5) or via Group Policy (Fig. 6).


2 Microsoft (July 10, 2018). Remote Desktop Gateway and Azure Multi-Factor Authentication Server using RADIUS. 



https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfaserver-nps-rdg
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Figure 5. 


Enabling NLA  
via the UI.


Figure 6.


Enabling NLA via 
Group Policy.


Using Group Policy, the setting for NLA can be enabled via:


• Computer Configuration > Policies > Administrative Templates > Windows Components > Remote Desktop Services > Remote 
Desktop Session Host > Security > Require user authentication for remote connections by using Network Level Authentication


 


Some caveats about leveraging NLA for RDP:


• The Remote Desktop client v7.0 (or greater) must be 
leveraged.


• NLA utilizes CredSSP to pass authentication requests 
from the initiating system. CredSSP stores credentials 
in LSA memory on the initiating system—and these 
credentials may remain in memory even after a user logs 
off from the system. This provides a potential exposure 
risk for credentials in memory on the source system.


• On the RDP server, users permitted for remote access 
using RDP must be assigned the “Access this computer 
from the network” privilege when NLA is enforced. This 
privilege is often explicitly denied for user accounts to 
protect against lateral movement techniques.
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Restrict Administrative Accounts from Leveraging RDP on Internet-Facing Systems
For external-facing RDP servers, highly-privileged domain and local administrative accounts should not be permitted 
access to interface with the servers using RDP (Fig. 7). 


This can be enforced using Group Policy, configurable via the following setting: 


• Computer Configuration > Policies > Windows Settings > Security Settings > Local Policies > User Rights Assignment > 
Deny log


Figure 7.


Group Policy 
configuration 
for restricting 
highly privileged 
domain and local 
administrative 
accounts from 
leveraging RDP.


Disable Administrative / Hidden Shares


Tactic: Lateral dispersion amongst systems via binding to 


administrative shares for tool or malware deployment


Some ransomware variants will attempt to identify 
administrative or hidden network shares, including 
those that are not explicitly mapped to a drive letter - 
and use these for binding to endpoints throughout an 
environment. As a containment step, an organization 
may need to quickly disable default administrative or 
hidden shares from being accessible on endpoints. This 
can be accomplished by either modifying the registry, 
stopping a service, or by using the “Microsoft Security 
Guide” Group Policy template from the Microsoft 
Security Compliance Toolkit.3


Common administrative and hidden shares on endpoints 
include:


• ADMIN$


• C$


• D$


• IPC$


Note: Disabling administrative and hidden shares on servers, 
specifically Domain Controllers, may significantly impact the 
operation and functionality of systems within a domain-based 
environment. 


Additionally, if PsExec is utilized in an environment, disabling 
the admin (ADMIN$) share can restrict the capability for this 
tool to be utilized to remotely interface with endpoints.


3  See https://www.microsoft.com/en-us/download/details.aspx?id=55319



https://www.microsoft.com/en-us/download/details.aspx?id=55319
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Registry Method:
Using the registry, administrative and hidden shares can be disabled on endpoints (Fig. 8 and Fig. 9).


HKLM\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters


DWORD Name = “AutoShareWks”


Value = “0”


HKLM\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters


DWORD Name = “AutoShareServer”


Value = “0”


Figure 8.


Registry value 
for disabling 
administrative 
shares on 
workstations.


Figure 10. 


“Server” Service 
Properties.


Figure 9. 


Registry value 
for disabling 
administrative 
shares on servers.


Service Method: 
By stopping the “Server” service on an endpoint, the ability to access any shares hosted on the endpoint will be 
disabled (Fig. 10).


Servers:


Workstations:
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Group Policy Method:
Using the “MSS (Legacy)” Group Policy template, administrative and hidden shares can be disabled on either a server or 
workstation using Group Policy settings (Fig. 11).


• Computer Configuration > Policies > Administrative Templates > MSS (Legacy) > MSS (AutoShareServer)


• Computer Configuration > Policies > Administrative Templates > MSS (Legacy) > MSS (AutoShareWks)


Figure 11. Disabling administrative and hidden shares via the “MSS (Legacy)” Group Policy template.


Disable SMB v1


In addition to patching for known vulnerabilities impacting common protocols (e.g., SMB)4, disabling SMB v1 on 
endpoints can reduce the mass propagation methods used by specific ransomware variants.


SMB v1 can be disabled on Windows 7 and Windows Server 2008 R2 (and above) using either PowerShell (Fig. 12), a 
registry modification, or by using the “Microsoft Security Guide” Group Policy template from the Microsoft Security 
Compliance Toolkit.5


PowerShell Method:


Tactic: Lateral dispersion amongst systems via vulnerability exploitation or  


legacy protocol abuse


Set-SmbServerConfiguration -EnableSMB1Protocol $false


HKLM\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters


Registry entry: SMB1 


REG_DWORD = “0” (Disabled)


Registry Method:
Using the registry, SMB v1 can be disabled on endpoints (Fig. 13 and Fig. 14).


Figure 12. 


PowerShell 
command to 
disable SMB v1.


Figure 13.


Registry key and 
value for disabling 
SMB v1 server 
(listener).


Disable SMBv1 Server:


4 Microsoft (October 10, 2017). Microsoft Security Bulletin MS17-010 - Critical.
5  See https://www.microsoft.com/en-us/download/details.aspx?id=55319



https://docs.microsoft.com/en-us/security-updates/securitybulletins/2017/ms17-010

https://www.microsoft.com/en-us/download/details.aspx?id=55319
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HKLM\SYSTEM\CurrentControlSet\services\mrxsmb10


Registry entry: Start 


REG_DWORD = “4” (Disabled)


HKLM\SYSTEM\CurrentControlSet\Services\LanmanWorkstation


Registry entry: DependOnService 


REG_MULTI_SZ: “Bowser”,“MRxSmb20”,“NSI”


Figure 14.


Registry key and 
value for disabling 
SMB v1 client.


Figure 17.


Disabling SMB v1 
client driver via 
the “MS Security 
Guide” Group 
Policy template – 
additional setting.


Disable SMBv1 Client:


Group Policy Method:
Using the “Microsoft Security Guide” Group Policy template, SMB v1 can be disabled using the settings noted below.


• Computer Configuration > Policies > Administrative Templates > MS Security Guide > Configure SMB v1 Server


• Computer Configuration > Policies > Administrative Templates > MS Security Guide > Configure SMB v1 Client Driver


 – Enabled


• Configure MrxSMB10 driver


 – Disable driver


Figure 15. Disabling SMB v1 server via the “MS Security Guide” Group Policy template.


Figure 16. Disabling SMB v1 client driver via the “MS Security Guide” Group Policy template.
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• Computer Configuration > Policies > Administrative Templates > MS Security Guide > Configure SMB v1 Client (extra 
setting needed for pre-Win8.1/2012R2)


 – Enabled


• Configure LanmanWorkstation Dependencies


 – Bowser


 – MrxSMB20


 – NSI


Figure 18. Disabling SMB v1 client extra settings via the “MS Security Guide” Group Policy template.


Figure 19. 


Disabling SMB v1 
client driver via 
the “MS Security 
Guide” Group 
Policy template—
additional settings 
ensuring that the 
“MRxSmb10” option 
is not present. 
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Hardening Windows Remote Management (WinRM)


Manual operators may leverage Windows Remote 
Management (WinRM) to propagate ransomware 
throughout an environment. WinRM is enabled by 
default on all Windows Server operating systems (since 
Windows Server 2012 and above), but disabled on all client 
operating systems (Windows 7 and Windows 10) and older 
server platforms (Windows Server 2008 R2).


PowerShell Remoting (PS Remoting) is a native Windows 
remote command execution feature that’s built on top of 
the WinRM protocol.


Tactic: Lateral dispersion between systems via Windows Remote Management (WinRM)  


and PowerShell remoting


If WinRM has ever been enabled on a client (non-server) 
operating system, then the following configurations will 
exist on an endpoint, and will not be remediated solely 
through the PowerShell command noted in Figure 20.


• WinRM listener configured


• Windows Firewall exception configured


These items will need to be disabled manually through the 
commands in Figure 23 and Figure 24.


After running the command, the message recorded in Figure 21 will be displayed.


Disable-PSRemoting -Force


Figure 20.


PowerShell 
Command to 
disable WinRM /  
PowerShell 
Remoting on an 
endpoint.


Figure 21. Warning message after disabling PSRemoting.


PowerShell:


Note: Disabling PowerShell Remoting does not prevent local users from creating PowerShell sessions 
on the local computer - or for sessions destined for remote computers.
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dir wsman:\localhost\listener


Remove-Item -Path WSMan:\Localhost\listener\<Listener name>


Set-NetFirewallRule -DisplayName ‘Windows Remote Management (HTTP-In)’ 


-Enabled False 


Set-ItemProperty -Path 


HKLM:\SOFTWARE\Microsoft\Windows\CurrentVersion\policies\system -Name 


LocalAccountTokenFilterPolicy -Value 0


Figure 23. 


PowerShell 
commands to 
delete a WSMAN 
listener.


Figure 24.


PowerShell 
command to 
disable firewall 
exceptions for 
WinRM.


Figure 25.


PowerShell 
command to 
configure the 
registry key for 
LocalAccount 
TokenFilterPolicy.


Disable the listener that accepts requests on any IP address.


Disable the firewall exceptions for WS-Management communications.


Restore the value of the LocalAccountTokenFilterPolicy to “0” (zero), which enforces 
UAC token filtering (admin approval mode) for the built-in administrator (RID 500) 
account.


Group Policy Method:
• Computer Configuration > Policies > Administrative Templates > Windows Components > Windows Remote 


Management (WinRM) > WinRM Service > Allow remote server management through WinRM


If the above Group Policy setting is configured as “Disabled”, the WinRM service will not respond to requests from a 
remote computer, regardless of whether or not any WinRM listeners are configured.


• Computer Configuration > Policies > Administrative Templates > Windows Components > Windows Remote Shell > 
Allow Remote Shell Access 


This Group Policy setting will manage the configuration of remote access for all supported shells to execute scripts and 
commands.


Stop-Service WinRM -PassThruSet-Service WinRM -StartupType Disabled


Figure 22.


PowerShell 
command to stop 
and disable the 
WinRM Service.


Figures 22-25 show how to enforce the additional steps for disabling WinRM via PowerShell.


Stop and disable the WinRM Service.
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Remote Usage of Local Accounts


Credential Exposure and 
Usage Hardening


Local accounts that exist on endpoints are often a 
common avenue leveraged by attackers to laterally move 
throughout an environment. This tactic is especially 
impactful when the password for the built-in local 
administrator account is configured to the same value 
across multiple endpoints.


To mitigate the impact of local accounts being leveraged 
for lateral movement, Microsoft Security Advisory 
KB28719976 introduced two (2) well-known SIDs that can 
be leveraged within Group Policy settings to restrict the 
usage of local accounts for lateral movement.


• S-1-5-113: NT AUTHORITY\Local account


• S-1-5-114: NT AUTHORITY\Local account and member 
of Administrators group


Specifically, the SID “S-1-5-114: NT AUTHORITY\Local 
account and member of Administrators group” is added 
to an account’s access token if the local account is a 
member of the BUILTIN\Administrators group. This is the 
most beneficial SID to stop an attacker (or ransomware 
variant) that propagates using credentials for any local 
administrative accounts.


Note: For SID “S-1-5-114: NT AUTHORITY\Local account and 
member of Administrators group”, if Failover Clustering is 
utilized, this feature should leverage a non-administrative local 
account (CLIUSR) for cluster node management. If this account 
is a member of the local Administrators group on an endpoint 
that is part of a cluster, blocking the network logon permissions 
can cause cluster services to fail. Be cautious and thoroughly 
test this configuration on servers where Failover Clustering is 
utilized.


Tactic: Lateral movement and propagation 


using the built-in local administrator  


account on endpoints


Step 1 – Option 1: S-1-5-114 SID
To mitigate the usage of local administrative accounts from 
being used for lateral movement, utilize the SID  
“S-1-5-114: NT AUTHORITY\Local account and member of 
Administrators group” within the following settings:


• Computer Configuration > Policies > Windows Settings > 
Security Settings > Local Policies > User Rights Assignment


 – Deny access to this computer from the network 
(SeDenyNetworkLogonRight)


 – Deny log on as a batch job (SeDenyBatchLogonRight)


 – Deny log on as a service (SeDenyServiceLogonRight)


 – Deny log on through Terminal Services 
(SeDenyRemoteInteractiveLogonRight)


 – Debug Programs (SeDebugPrivilege)—permission used 
for attempted privilege escalation and process injection


Step 1 – Option 2: UAC Token-Filtering
An additional control that can be enforced via Group Policy 
settings pertains to the usage of local accounts for remote 
administration and connectivity during a network logon. If 
the full scope of permissions (referenced in Option 1 above) 
cannot be implemented in a short timeframe, consider 
applying the UAC token-filtering method to local accounts 
for network-based logons. 


These configurations can be enforced via the previously 
mentioned “Microsoft Security Guide” Group Policy 
template from the Microsoft Security Compliance Toolkit.7


Group Policy Setting:


• Computer Configuration > Policies > Administrative 
Templates > MS Security Guide > Apply UAC restrictions 
to local accounts on network logons


6 Microsoft (May 13, 2014). Microsoft Security Advisory: Update to improve credentials protection and management; May 13, 2014. 
7  See https://www.microsoft.com/en-us/download/details.aspx?id=55319



https://support.microsoft.com/en-us/help/2871997/microsoft-security-advisory-update-to-improve-credentials-protection-a

https://www.microsoft.com/en-us/download/details.aspx?id=55319
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Once enabled, the registry value (Fig. 26) will be configured on each endpoint:


HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System\


LocalAccountTokenFilterPolicy


REG_DWORD = “0” (Enabled)


HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System\EnableLUA


REG_DWORD = “1” (Enabled)


HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System\


FilterAdministratorToken


REG_DWORD = “1” (Enabled)


Figure 26.


Registry key and 
value for enabling 
UAC restrictions 
for local accounts.


Figure 28. 


Registry key and 
value for enabling 
UAC restrictions 
for local accounts.


Figure 27.


Registry key and 
value for requiring 
admin approval 
mode for local 
administrative 
accounts.


When set to “0”, remote connections with high integrity access tokens are only possible using either the plaintext 
credential or password hash of the RID 500 local administrator, dependent upon on the setting of 
“FilterAdministratorToken.”


The “FilterAdministratorToken” setting can either enable (1) or disable (0) (default) “Admin Approval” mode for the RID 
500 local administrator. When enabled, the access token for the RID 500 local administrator account is filtered and 
therefore User Account Control (UAC) is enforced for this account (which can ultimately stop attempts to leverage this 
account for lateral movement across endpoints).


Group Policy Setting:


• Computer Configuration > Policies > Windows Settings > Security Settings > Local Policies > Security Options > User 
Account Control: Admin Approval Mode for the built-in Administrator account


Once enabled, the registry value (Fig. 27) will be configured on each endpoint:


Note: It’s also prudent to ensure that the default setting for “User Account Control: Run all administrators in Admin Approval Mode” 
(“EnableLUA” option) is not changed from Enabled (Default) to Disabled. If this setting is disabled, all UAC policies are also disabled. 
With this setting disabled, it is possible to perform privileged remote authentication using plaintext credentials or password hashes 
with any local account that is a member of the local administrators group.


Group Policy Setting:


• Computer Configuration > Policies > Administrative Templates > MS Security Guide > User Account Control: Run all 
administrators in Admin Approval Mode


Once enabled, the registry value (Fig. 28) will be configured on each endpoint. This is the default setting.


UAC access token filtering will not affect any domain accounts in the local Administrators group on an endpoint.
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As a quick containment measure, consider 
blocking any accounts with privileged 
access from being able to login (remotely 
or locally) to standard workstations, 
laptops, and common access servers 
(e.g., virtualized desktop infrastructure).


The settings referenced below are 
configurable via the Group Policy path of:


• Computer Configuration > Policies > 
Windows Settings > Security Settings > 
Local Policies > User Rights Assignment


Accounts delegated with local or domain 
privileged access should be explicitly denied 
access to standard workstations and laptop 
systems within the context of the following 
settings (which can be configured using 
Group Policy settings similar to what are 
depicted in Fig. 29):


• Deny access to this computer from 
the network (also include S-1-5-114: NT 
AUTHORITY\Local account and member 
of Administrators group)


• Deny log on as a batch job


• Deny log on as a service


• Deny log on locally


• Deny log on through Terminal Services


Step 2: LAPS
Once the usage of local accounts has been blocked for remote authentication and access to remote endpoints, an 
organization must align a strategy to enforce password randomization for the built-in local administrator account. For 
many organizations, the easiest way to accomplish this task is by deploying and leveraging Microsoft Local Administrator 
Password Solutions (LAPS).8


Reduce the Exposure of Privileged and Service Accounts 


Privileged Account Logon Restrictions
For ransomware to be deployed throughout an environment, privileged and service accounts credentials are commonly 
utilized for lateral movement and mass propagation. Until a thorough investigation has been completed, it may be difficult 
to determine the specific credentials that are being utilized by a ransomware variant for connectivity to a large scope of 
systems within an environment.


For any accounts that have privileged access throughout an environment, the accounts should not be utilized on standard 
workstations and laptops, but rather from designated systems (e.g., Privileged Access Workstations (PAWS)) that reside 
in restricted and protected VLANs and Tiers. Explicit privileged accounts should be defined for each Tier, 
and only utilized within the designated Tier. 


The recommendations for restricting the scope of access for privileged accounts is based upon Microsoft’s guidance for 
securing privileged access.9 


Figure 29. 


Example of Privileged Account access restrictions for a standard 
workstation using Group Policy settings.


8 See https://www.microsoft.com/en-us/download/details.aspx?id=46899
9  Microsoft (February 13, 2019). Active Directory administrative tier model.


Tactic: Lateral movement and propagation using domain-based accounts



https://www.microsoft.com/en-us/download/details.aspx?id=46899

https://docs.microsoft.com/en-us/windows-server/identity/securing-privileged-access/securing-privileged-access-reference-material
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Service Account Logon Restrictions
Organizations should also consider enhancing the security 
of domain-based service accounts - to restrict the capability 
for the accounts to be used for interactive, remote desktop, 
and where possible, network-based logons. 


On endpoints where the service account is not required 
for interactive or remote logon purposes, Group Policy 
settings can be used to enforce recommended logon 
restrictions for limiting the exposure of service accounts.


• Computer Configuration > Policies > Windows Settings 
> Security Settings > Local Policies > User Rights 
Assignment


 – Deny log on locally (SeDenyInteractiveLogonRight)


 – Deny log on through Terminal Services 
(SeDenyRemoteInteractiveLogonRight)


Additional recommended logon hardening for service 
accounts (on endpoints where the service accounts is not 
required for network-based logon purposes):


• Computer Configuration > Policies > Windows Settings 
> Security Settings > Local Policies > User Rights 
Assignment


 – Deny access to this computer from the network 
(SeDenyNetworkLogonRight)


If a service account is only required to be leveraged on a 
single endpoint to run a specific service, the service account 
can be further restricted to only permit the account’s usage 
on a predefined listing of endpoints.


Figure 30. Option to restrict an account to logon to specific 
endpoints.


10 Microsoft (May 13, 2014). Microsoft Security Advisory: Update to improve credentials protection and management; May 13, 2014. 


• Active Directory Users and Computers > Select the 
Account Tab


 – “Log On To” button > Select the proper scope of 
computers for access (Fig. 30)


Protected Users Security Group
By leveraging the “Protected Users” security group 
for privileged accounts, an organization can minimize 
various risk factors and common exploitation methods for 
exposing privileged accounts on endpoints. 


Beginning with Microsoft Windows 8.1 and Microsoft 
Windows Server 2012 R2 (and above), the “Protected 
Users” security group was introduced to manage 
credential exposure within an environment. Members of 
this group automatically have specific protections applied 
to their accounts, including:


• The Kerberos ticket granting ticket (TGT) expires after 4 
hours, rather than the normal 10-hour default setting.


• No NTLM hash for an account is stored in LSASS 
since only Kerberos authentication is used (NTLM 
authentication is disabled for an account).


• Cached credentials are blocked. A Domain Controller 
must be available to authenticate the account.


• WDigest authentication is disabled for an account, 
regardless of an endpoint’s applied policy settings.


• DES and RC4 can’t be used for Kerberos pre-
authentication (Server 2012 R2 or higher); rather 
Kerberos with AES encryption will be enforced.


• Accounts cannot be used for either constrained or 
unconstrained delegation (equivalent to enforcing the 
“Account is sensitive and cannot be delegated” setting 
in Active Directory Users and Computers).


To provide Domain Controller-side restrictions for 
members of the “Protected Users” security group, the 
domain functional level must be Windows Server 2012 R2 
(or higher). Microsoft Security Advisory KB287199710 adds 
support for the protections enforced for members of the 
“Protected Users” security group to Windows 7, Windows 
Server 2008 R2, and Windows Server 2012 systems.


Note: Service accounts (including Managed Service Accounts) 
should NOT be added to the “Protected Users” security group — 
as authentication will fail.



https://docs.microsoft.com/en-us/security-updates/SecurityAdvisories/2016/2871997
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Tactic: Obtaining cleartext credentials in memory for credential harvesting


Cleartext Password Protections


In addition to restricting access for privileged accounts, controls should be enforced that minimize the exposure of 
credentials and tokens in memory on endpoints. 


On older Windows Operating Systems, cleartext passwords are stored in memory (LSASS) to primarily support WDigest 
authentication. WDigest should be explicitly disabled on all Windows endpoints where it is not disabled by default. 


By default, WDigest authentication is disabled in Windows 8.1+ and in Windows Server 2012 R2+.


Beginning with Windows 7 and Windows Server 2008 R2, after installing Microsoft Security Advisory KB2871997,11 
WDigest authentication can be configured either by modifying the registry or by using the “Microsoft Security Guide” 
Group Policy template from the Microsoft Security Compliance Toolkit.12


Registry Method:
Another registry setting that should be explicitly configured is the “TokenLeakDetectDelaySecs” setting (Fig. 32), which will 
clear credentials in memory of logged off users after 30 seconds, mimicking the behavior of Windows 8.1 and above.


HKLM\SYSTEM\CurrentControlSet\Control\SecurityProviders\WDigest\


UseLogonCredential


REG_DWORD = “0”


HKLM\SYSTEM\CurrentControlSet\Control\Lsa\TokenLeakDetectDelaySecs


REG_DWORD = “30”


Figure 31. 


Registry key 
and value for 
disabling WDigest 
authentication.


Figure 32. 


Registry key 
and value for 
enforcing the 
“TokenLeakDetect 
DelaySecs” setting.


Figure 33. Disabling WDigest authentication via the “MS Security Guide” Group Policy template.


Group Policy Method:
Using the “Microsoft Security Guide” Group Policy template, WDigest authentication can be disabled via a Group Policy setting 
(Fig. 33).


• Computer Configuration > Policies > Administrative Templates > MS Security Guide > WDigest Authentication


11 Microsoft (May 13, 2014). Microsoft Security Advisory: Update to improve credentials protection and management; May 13, 2014. 
12 See https://www.microsoft.com/en-us/download/details.aspx?id=55319



https://docs.microsoft.com/en-us/security-updates/SecurityAdvisories/2016/2871997

https://www.microsoft.com/en-us/download/details.aspx?id=55319
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Additionally, an organization should verify if any applications are explicitly listed in the “Allow” keys (Fig. 34) - as this 
would permit the tspkgs / CredSSP providers to store cleartext passwords in memory.


Figure 34. Additional registry key for hardening against cleartext password storage.


HKLM\SYSTEM\CurrentControlSet\Control\Lsa\Credssp\PolicyDefaults


As Microsoft Security Advisory KB287199713 is not applicable for Windows XP, Windows Server 2003, and Windows 
Server 2008, to disable WDigest authentication on these platforms, prior to a system reboot, WDigest needs to be 
removed from the listing of LSA security packages within the registry (Fig. 35 and Fig. 36).


Figure 35. Registry key to modify LSA security packages.


Figure 36. LSA security package registry key before and after the 
removal of WDigest authentication from the listing of providers.


HKLM\System\CurrentControlSet\Control\Lsa\Security Packages


By default, Group Policy settings are only reprocessed and reapplied if the actual Group Policy was modified prior to 
the default refresh interval. 


Many attackers will manually “enable” WDigest authentication on endpoints by directly modifying the registry 
(UseLogonCredential configured to a value of “1”).  Even on endpoints where WDigest authentication is automatically 
disabled by default, it is recommended to enforce the Group Policy settings noted in Figure 33—and configure automatic 
policy reprocessing for the configured settings on an automated basis. 


• Computer Configuration > Policies > Administrative Templates > System > Group Policy > Configure security policy 
processing


 – Enabled - Process even if the GPOs have not changed


• Computer Configuration > Policies > Administrative Templates > System > Group Policy > Configure registry policy 
processing


 – Enabled - Process even if the GPOs have not changed


13 Microsoft (May 13, 2014). Microsoft Security Advisory: Update to improve credentials protection and management; May 13, 2014. 



https://support.microsoft.com/en-us/help/2871997/microsoft-security-advisory-update-to-improve-credentials-protection-a
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Ransomware poses a serious threat to organizations, as attackers continue 
to utilize this tactic to monetize breaches. This whitepaper provided practical 
guidance on protecting against ransomware attacks and containing ongoing 
ransomware events. This whitepaper should not be considered a comprehensive 
guide on every tactic and control that can be used for this purpose, but it can 
serve as a valuable resource for organizations faced with this challenge. It is 
based on years of experience of helping our clients protect against and recover 
from ransomware attacks—and it can help your organization do the same.


Conclusion






