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Speakers:  
· Kenneth Scott Carson, Manager of IT Client Services, The University of Alabama at Birmingham
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Central and distributed IT organizations came together at The University of Alabama at Birmingham to establish a single source for campus desktop patching. This first-of-its-kind initiative built trust among the university’s IT organizations while providing a single source of truth for compliance. The monthly efforts of 19 organizations were reduced to one organization, saving time and financial resources for the university while ensuring a more secure campus computing environment. UAB employees Jamie Witter and Scott Carson talk about the history of central and distributed IT operations at UAB and the process they used to engage each of the distributed IT groups. They describe how they overcame trust issues between central and distributed IT staff, central IT and the faculty and staff supported by distributed IT, and how they navigated the political waters between deans, CIOs, and everyone else. They also review the challenges of enrolling all of the campus desktops into one SCCM System. They wrap up the session by reviewing their current state and what they could have done better and plans for the future now that barriers to collaborations and partnerships have been broken down. 

The webinar is provided by the EDUCAUSE IT Support Services Community Group who hosted this event; visit https://www.educause.edu/community/it-support-services-community-group for more information.


Webinar Chat Transcript

Karen Wetzel, EDUCAUSE: Hello everyone! We'll be starting today's webinar at 1 p.m. ET.
Karen Wetzel, EDUCAUSE: To learn more about the IT Support Services CG, visit: https://www.educause.edu/community/it-support-services-community-group 
Karen Wetzel, EDUCAUSE: There is a link from that page to past ITSS events; this webinar will also be recorded and made available in the EDUCAUSE library following today's session.
Eric Rzeszut, UVA: Really looking forward to hearing the UAB story -- my bachelor's degree is from UAB and I worked there from 1998-2014 as part of the "Distributed IT" legions mentioned in the description.
Ryan Wellar - Penn State: Eric, good info - we appreciate you being here
Jamie Witter: Hi, Eric. Scott remembers you
Eric Rzeszut, UVA: /waves.  Go Blazers!
harry: Harry Moore User Services Manager Rider University
Jeremy Hollins: Jeremy Hollins - University of New Brunswick
Martin Heck (Mines): Martin Heck, solutions architect at Colorado School of Mines, primarily focused on Windows & Mac infrastructure
Frank Niewierski: Frank Niewierski - St. Mary's University
Torrey Alston: Virginia Commonwealth Guys are here and we've tested audio.
Jessie Duhon: Jessie Duhon - Penn State IT Incident Manager
Nate Sturtevant: Nate Sturtevant - Bates College
Ryan Wellar - Penn State: Great - thanks everyone. Welcome!
Ryan Wellar - Penn State: Hello Jessie!
Jessie Duhon: Hiya! : )
Auburn University: Auburn University - Hello all!
Big Bend Community College - Tony: Hello!
Michael @ UT Tyler: Michael Vick - Manager Technology Support - The University of Texas at Tyler
Jose Camacaro Latouche: Will this webinar be recorded and available later?
Kenny Li (UCSD): greetings from sunny San Diego
Karen Wetzel, EDUCAUSE: Hi @Jose -- yes, we'll be recording today's event and adding it to the EDUCAUSE library. You'll be able to find it directly there or via the link from the ITSS page.
Jose Camacaro Latouche: Thank you, Karen!
Ryan Wellar - Penn State: Welome Kenny and all - it's a cold, cloudy day here in central PA
Keevan Burkeland (UW-Madison): Greetings from frigid University of Wisconsin - Madison
Edward Hoover: Edward Hoover - UW-Madison
Steven O., UTSA: Good afternoon from the usually-warm University of Texas at San Antonio
JoAnne Martone: Jo Martone UMass Amherst. Warm here today for late February!
Gary B: Gary B. - University of Illinois - Urbana Champaign
Christina Divoll: Hello from Tufts University!
Aaron C: Aaron Chou - UW-Madison
Ryan Wellar - Penn State: It was much warmer here this weekend - actually got a round of golf in on Sunday... pretty rare for February
Holly E: Holly Eldridge University of New Brunswick
Kev: Hello- Kev Cramer PennState University PSIT
Sheldon: Sheldon Jones - Tulane University, New Orleans, LA
Sue Weier (UW-Madison): Sue Weier - College of Letters & Science, UW-Madison
Mike DePasauale: Mike DePasquale - Rutgers University
Douglas Hethmon: Good Morning from University of Oregon Housing
dcarr: David Carr - Rutgers University
Steve Tanner: Steve Tanner:  University of Wisconsin-Madison
Tim Hurt: Tim Hurt - Missouri State University
Truong Nguyen: Truong Nguyen - Metropolitan State University of Denver
Karl-Marc DeGraff Jr.: Karl-Marc DeGraff Jr. -  Barry University
Ramsay Bohm: Ramsay Bohm- University of Wisconsin-Madison
John Baldwin: John Baldwin, Barry University, Miami Shores, FL
Brian Epstein: Brian Epstein, Institute for Advanced Study
Parrish: Parrish Nnambi - UC San Diego
Todd Weber - UCLA: Todd Weber - UCLA
Brian: Brian Grilli - Penn State
Anita: Anita Nichols - UC Davis
JP Peters: JP Peters, University of Central Florida
uli: Other:  elearning support ....
JP Peters: We're going through an organizational restructuring of IT - bringing distributed IT groups into one Central IT
Gary B: I'm part of the central IT org, but the campus is highly decentralized
Kevin Baker: I would say we are a Hybrid, mostly distributed
JP Peters: Very huge. 14 business units (colleges, divisions, etc.) so far in, another 10 or so still distributed
Martin Heck (Mines): Started as departmental here, but over the last ~15 years it's centralized
JP Peters: Ryan knows what I'm talking about lol
Ryan Wellar - Penn State: Sure do : -)
Kenny Li (UCSD): can you give some examples of instances where you were asked to produce evidence of compliance?
harry: what tool or service are you using to manage the PCs?
Mark Foster: Most of the desktops are managed centrally, but not all
Jose Camacaro Latouche: For the 50% of Windows endpoints managed by "distributed IT" but still in your SCCM instance, who was responsible for reporting on patch compliance of those endpoints? Your team or "distributed IT" teams?
Marty Winders Ohio State: Is your SCCM attached to one domain or multiple
Joseph Sollazzo: How do you handle patching of non-Windows based OS clients?
Mike DePasauale: We use KACE to manage our devices and perform patching for departments that are centrally managed. We also perform patching for some distributed units that request us to manage their KACE Organization.
Big Bend Community College - Tony: We use KACE Systems Management Appliance for our 800+ desktops.
John Baldwin: We use SCCM in premise, with Flexera add-in for 3rd party patching, and are looking to move toward hybrid InTune/MS Endpoint Management
Mike DePasauale: For our MacOS devices we utilize WorkspaceOne
Jeremy Hollins: Are you patching 3rd party applications centrally as well?
Scott: Satellite for Linux?
Mark Foster: JAMF is a good one for Mac.
jason whittaker: which is better to use? Kace or SCCM? we had SCCM but found it's upkeep expensive because of the support pricing models we were offered, so now we are looking into using the KACE appliance
Gary B: we use a combination of Workspace ONE and the open source Munki project for MacOS
Jerilyn Prescott: Jamf for macOS at Uof Idaho
Sue Weier (UW-Madison): We're in the middle of acquiring tools post-rfp. BigFix is in place now for those that want to use it.
Sue Weier (UW-Madison): Some also use sccm/wsus.
Mike DePasauale: SCCM does scale better. The KACE appliances can only handle a certain amount of devices before the tasks overrun the appliance. We have several virtual appliances.
Jeff: what about intune vs sccm?
Eric Rzeszut, UVA: Personal opinion:  KACE is easier to get started with.  SCCM has a very steep learning curve.
Jim Embry: SCCM requires at LEAST one FTE, especially if you have 5000+ endpoints
Karen Wetzel, EDUCAUSE: Again -- please mute your lines if you have dialed in. I am unable to mute those of you who have dialed in with a leader pin that was mistakenly distributed.
Big Bend Community College - Tony: I agree with Eric Rzeszut, UVA. KACE has an easy setup and go vs. SCCM.
Jose Camacaro Latouche: How many FTEs do you have administering your SCCM instance? And how did you come about that number? Did you use a 1xFTE-per-X-number of devices or a different criteria?
Scott: How do you hand legacy operating systems?
Auburn University: Looking forward to hearing how you got distributed buy-in/required compliance.
Jose Camacaro Latouche: do you also control the maintenance window of the "distributed IT" endpoints?
Marty Winders OSU: how do you handle devices off your network?  Those that take laptops home etc
Jeff: I second Marty's question
College of the Redwoods: +1 To JoAnne Martone's comment
Mike DePasauale: I'm pretty sure it's one of the presenters.
Jose Camacaro Latouche: Marty and Jeff:  SCCM deployments of patches can be configured to fallback to MS online to download the bits of the patches, when unable to download from on-prem DPs.
Jeff: so no dp in dmz? or anything in azure?
Kenny Li (UCSD): are any faculty machines part of this patching initiative? i imagine that's a big part of the political chess game
Mike DePasauale: Our KACE appliances at RU are beihind the firewall with ACL's but is public facing. We allow the patch and certain tasks to be performed through the firewall no matter where the device is.
Lucas Lanting (Cal Poly Pomona Univ): we found KACE did OK for smaller environments (less than 1500 clients).  We used both the K1000 & K2000. It was a good turn-key solution but would not scale across all campus clients. We made the switch to SCCM but yes, it does require resources/expertise.
Paul: how to  do handle computer that get  powered off right before the maintenance window?
Jared V (Boston University): It has been my experience running KACE that ensuring *effective* patch deployment with a large environment requires similar effort to SCCM. KACE gets harder to manage the more devices you add.
Jared V (Boston University): KACE has *no* ability to allow user-initiated patch schedules with their included patching module.
Jose Camacaro Latouche: Paul:  SCCM can configure deployments to override maintenance windows parameters when a certain deadline is met. There is also plenty of opportunity to configure what the experience is for the enduser, as far as prompts, countdowns, warnings, etc.
Douglas Hethmon: How much insight/view does Distributed IT have into SCCM?  Reports, Lesser a
Douglas Hethmon: admin rights?
Jeremy Hollins: How "managed "are our workstations.. are users adminstrators? allowed to install software not delivered via SCCM?  
Jeff: anyone utilize intune?
Jose Camacaro Latouche: Scott, do you also control/configure the maintenance window of the "distributed IT" endpoints?
Kenny Li (UCSD): are faculty part of this patching initiative?
Auburn University: Interested if you have SCCM integrated with any other enterprise platforms such as an ITSM application.
Scott Tiner: What testing do you do of the updates before you release them?
Jeff: are feature updates included in the updates?
John Baldwin: as Jose said, SCCM can be configured to show a pop-up indicating a restart is needed, with a count-down timer...to help nudge people to reboot
Jose Camacaro Latouche: # of FTEs of the BSOD group?
Big Bend Community College - Tony: We push updates on weekends based on software installed without input from any outside groups.  We upgrade OS based on; lab request, upgraded hardware, turnover, end of life, user request or software compatibility.
Jose Camacaro Latouche: Scott, do you also control/configure the maintenance window of the "distributed IT" endpoints?
Karl-Marc DeGraff Jr.: What are you using to do 3rd Party Patching?
Jeff: how do you deploy the sccm agent?  Have you had issues with patches or software deploying?  
Marty Winders OSU: did you implement either cloud management gateway or internet based client management for machines not on campus
Kenny Li (UCSD): how do you handle "just-in-time" update window exceptions? ie, if a department usually follows the normal update schedule, but this weekend they need an exception.
Scott: Scott:  do you do patching for any legacy devices? Registers or medical devices?
Karl-Marc DeGraff Jr.: Jeff  - You can do it manually or you can actually push it throught the console.
Jared V (Boston University): How effective is your patch policy with laptops that are taken off campus during these windows? *Many* of our laptops are taken off campus every night and weekend.
Zeb: For off campus, Config Manager with Enhanced HTTP and a CMG works very well.
Zeb: We can reach all of our devices from any location, as long as they have internet connectivity
Zeb: Hybrid AAD joins are needed.
Shaun M: +1 Zeb.. If you're not using Azure AD, HTTPS configuration for the Site with CMG is also excellent.
Jose Camacaro Latouche: (add laptops to a collection with 24/7 MW once they reach 30 days of being unpatched)
Jose Camacaro Latouche: : )
Timothy: for our patching, we have auto and manual, and have standard and custom windows -- you set your own or you follow ours. You can configure just about anything with that
Truong Nguyen: Software Center notification is very generic, are you doing any custom notification for end users to initiate patch installs before deadline for required installation?
Jose Camacaro Latouche: when leadership (or security office) reviews the reports of patch compliance, and they ask you "why are these # of devices not patched?", do you defer to the "distributed IT" teams to answer that question and also to take action where aplpicable? Or does this responsibility land on your team too?
Jose Camacaro Latouche: ok, noted. Thanks, Scott!
Karl-Marc DeGraff Jr.: What are you using to report the complaince states of patching? We are currently working on a PowerBI dashboard to provide this informaiton and I am curious how you are doing it.
Jose Camacaro Latouche: SCCM has 400+ built-in reports, many of them about patch compliance.
Zeb: We've had good luck with the user notification by publishing patches with a deployment deadline about a week after they're released and a 24 hour restart window. That gets them plenty of time to install the updates on their own schedule before a restart is forced.
Jeff: anyone using intune?
Kenny Li (UCSD): what other services did you dangle as "carrots" tot he distributed IT teams? was this how you convinced the distributed IT sysadmins to "give up" their patch management responsibilities?
Zeb: The build in reports aren't bad, there's a very good Power BI template out there as well:  https: //nam03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fgithub.com%2FMicrosoft%2FBusinessPlatformApps%2Ftree%2Fdev%2FSource%2FApps%2FMicrosoft%2FReleased%2FMicrosoft-SCCMTemplate&amp;data=02%7C01%7C%7Cf6f43e8ee8384a108c1108d7bb87e371%7Cdd4b037fe626495db0170cc0f7dddb37%7C0%7C0%7C637184064649813169&amp;sdata=adIPKnSyDOxxX7RbytmNncJuw2n%2FxMq%2FqWarrqnww%2Fc%3D&amp;reserved=0
Paul: Do you use the Reporting Services roll? How about software meetering capabilities?
Mike Carey: Who out there is using Intune for patching?
Karl-Marc DeGraff Jr.: Thank you Zeb I am currently using that one to get the data I need.
Karl-Marc DeGraff Jr.: Mike - I am trying to get there now.
Scott: How well do you work with your services desk, security, server, and other IT teams?
Alan Franklin: what tool are you using for third party patching?
Jeff: @ Karl-Marc DeGraff Jr would you mind scheduling a call to discuss your experience with my team?
Jeremy Hollins: How many 3rd party applications are you packaging/deploying via SCCM?
Karl-Marc DeGraff Jr.: @Jeff we are still trying to iron out alot of things with it currently in beta stage to be honest
Jeff: ok thank you
Karl-Marc DeGraff Jr.: @Jeff your team may be able to give us some icite possibly
Karl-Marc DeGraff Jr.: incite
Auburn University: Are you integrating SCCM with any other platforms?
Zeb: Ninite Pro is very good for third party patching. Been using it for about 7 years.
Zeb: Zero admin effort outside of some initial setup.
Jeff: sure if you are open to it my name is Jeff Rule and I can be reached at jeffrey.rule@villanova.edu we can schedule some discussions
Marty Winders OSU: PatchMyPC is what we are looking at as an option for 3rd party patching
Zeb: We're currently demoing PatchMyPC. It has a lot of good features, but is a bit more expensive.
Kenny Li (UCSD): was it alrready answered, how you folks manage the patch testing process before pushing the patches to live?
Marty Winders OSU: it ties into SCCM
Timothy: PatchMyPC is a very good service.
Karl-Marc DeGraff Jr.: @jeff sounds good.
Jose Camacaro Latouche: are you actively trying to make the other 50% of endpoints (distributed IT) to be "centralized IT", or is your leadership satisfied with the status quo?
Jose Camacaro Latouche: : )
John Baldwin: who is ever satisfied with the status quo in IT?
Eric Rzeszut, UVA: That conversation has literally been happening at UAB since at least 1999.....
Eric Rzeszut, UVA: ....and it isn't unique to UAB, either.
Jose Camacaro Latouche: well, the rethoric is relevant in an industry where the pendulum of "centralized" vs "distributed" keeps swinging.
Steven Ordaz, The University of Texas at San Antonio: @Eric Rzeszut, UVA:  Yuuuuuuuuuuuuuup.
Ryan Wellar - Penn State: +1 that conversation is happening all over higher ed (and others)
Kenny Li (UCSD): thank you very much Scott and Jamie. this was super helpful.
Kenny Li (UCSD): and thank you Ryan and Karen for putting this together
Ryan Wellar - Penn State: Our pleasure - thanks for attending!
Jeff: thank you all
Jim Embry: How many technicians does UAB have?  i.e. tech per machine
Beth Norconk - Northwestern Michigan College: Are you Mac computers in SCCM, and are they managed by SCCM?
Jeff: can you expand on that
Jose Camacaro Latouche: do all of those "1 FTE per 500 devices" report to Client Services at UAB? (as in HR)
Jeff: internet based client management can you explain that more please?
Zeb: @Beth Config Manager on macOS is pretty awful. I'd look into JAMF if you have more than a few of them.
Timothy: We use Jamf for macs at asu
Jeff: did you get the connector for sccm with jamf
Matt Poor: +1 for Jamf
Marty Winders OSU: OSU has set up JAMF and is scharing it with distributed units.  You can provide site level access
Timothy: We do not use the connector
John Baldwin: I know JAMF is a leader in MacOS management...is anyone using InTune or MS Endpoint Management for MacOS device management - email jbaldwin@barry.edu
Zeb: Having run PKI/Internet Facing for several years, I can't say enough good about a CMG with AAD Hybrid joins and EHTTP
Jeff: we use macs at Villanova
Jeff: with jamf
Karen Wetzel, EDUCAUSE: Thanks so much for joining today!
Jose Camacaro Latouche: Jamie and Scott, Thank you for putting this together an answering so many questions! I found this very helpful (and cathartic). It is refreshing to see there are people out there solving (perceived) tech problems via processes and relationships!
Gary B: for those of us that is new, where is the listserv?
Kenny Li (UCSD): ty all!
Jeff: @zeb would you be willing to do a call?
Steven Ordaz, The University of Texas at San Antonio: Thank you to all the presenters!
Karen Wetzel, EDUCAUSE: Hi Gary -- it's at:  https: //www.educause.edu/community/it-support-services-community-group
Gary B: thanks
Zeb: Sure, Jeff. Email me at wzsmith@kent.edu
Eric Rzeszut, UVA: thanks to the presenters -- and again, Go Blazers!
Parrish: Thank you
Jeff: thank you
dcarr: Thank you.
Karl-Marc DeGraff Jr.: Thank you
Ryan Wellar - Penn State: Thank you again everyone!
Jamie Witter: Thanks, everyone!  HAve a great day!
Scott Carson: Thank you all for attending
Jim Embry: Thanks for the info!
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