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INTRODUCTION
The EDUCAUSE/Internet2 Computer and Network Security Task Force (STF) conducted a series of workshops in 2003 funded by the National Science Foundation to identify and implement a coor​dinated strategy for computer and network security for higher education.   The following strategic goals were identified:

Education and Awareness - to increase the awareness of the associated risks of computer and network use and the corresponding responsibilities of higher education executives and end users of technology (faculty, staff, and students) and to further the professional development of information technology staff
Standards, Policies, and Procedures - to develop information technology standards, policies, and procedures that are appropriate, enforceable, and effective within the higher education community
Security Architecture and Tools - to design, develop, and deploy infrastructures, systems, and services that incorporate security as a priority and to employ technology to monitor resources and minimize adverse consequences of security incidents
Organization and Information Sharing - to create the capacity for a college or university to effectively deploy a comprehensive security architecture (policy, process, and technology) and to leverage the collective wisdom and expertise of the higher education community
The identified goals led to the formation of several working groups that continue to strive to address the needs identified in 2003.  However, a more focused and contemporary set of goals and strategies are needed to address the current challenges confronting colleges and universities.  Therefore, this strategic plan is intended to identify a few key priorities for the next year that will guide and direct the activities of the STF.
GOALS AND STRATEGIES

I.  Executive Commitment and Action

Background
While the Chief Information Officer (CIO) usually plays the lead role in advocating for and broadly implementing effective practices in information security and business continuity, it is not possible for him or her to protect all private data in an institution, conduct all risk assessments, and create and test all business continuity plans. The lead executive in each area must take responsibility to protect the data, identify the risks and remediate where appropriate, and ensure there is a business continuity plan in place that is tested periodically.

Many of the computer systems that house private data or that are essential to business continuity are not under the authority of the CIO. The machines that house research data, for example, are often the responsibility of the faculty member serving as principal investigator and so the executive in charge is not the CIO but the Provost and/or the Chief Research Officer (CRO). Business continuity of critical services such as dining and housing is a function of the robustness and redundancy of the turnkey systems these offices have purchased, often without the involvement of the central IT department. The executive in charge is not the CIO but the Chief Financial Officer (CFO) or the Chief Student Affairs Officer. The CIO typically has little or no control over the auditing of machines in a distributed environment. The executive to whom Internal Audit reports might be the CFO or even the CEO. 

Strategy
An advisory board with membership that will include an IT Auditor, ISO, CFO, CRO, Provost, etc., will help address the need for executive engagement and the involvement of a diverse set of stakeholders.  Efforts will be made to have the respective professional organization appoint representatives to the advisory board. The board’s function will be to work with the STF to develop strategies to educate the targeted groups, through such means as joint presentations at respective professional conferences and articles in journals read by the respective targeted group. The assumption is that working in partnership will result in presentations and articles that will appeal to the members of the targeted group, much more so than the strategy of having the IT person write the article or do the presentation alone.  The ultimate goal is to create advocates and leaders within these groups who will champion these issues and this collaborative approach. 

Objectives
1.1 The STF will form an advisory board to the Security Task Force.

1.2 The STF will develop and submit two conference presentations in the next twelve months.

1.3 The STF will develop and submit one published article for each targeted group in the next twelve months. 

II.  Professional Development for Information Security Officers (ISOs)
Background
Most ISOs are very skilled technically but many have little understanding of how to bring about organizational change, particularly in the environment of higher education. Individually they are working hard to develop their skills, but there is a critical role that the STF, EDUCAUSE, and Internet2 can and must play in developing the profession.

Risk Assessment, for example, requires the involvement and commitment of almost every unit on campus. Successfully leading a comprehensive risk assessment requires sophisticated change management skills. The EDUCAUSE Center for Applied Research (ECAR) security survey showed that half of our institutions have not yet done risk assessments and very few have done a comprehensive risk assessment that involved units outside of central IT. Whether it is performing risk assessments or developing business continuity plans or crafting an effective data stewardship policy, ISOs, particularly those who came from the corporate sector, have expressed their frustration with the lack of command and control in their college of university and their inability to “get things done”. Therefore, we must develop ISOs who can help put into place effective practices in ways that recognize and take advantage of the university culture and values.  

Strategy

The STF Leadership Team will leverage the EDUCAUSE professional development program to design and deliver workshops on organizational change strategies and to identify external resources to aid in the development of these skills in ISOs. 
Objectives
2.1 The STF will provide an organizational development (OD) track at the 2008 Security Professionals Conference that will include both conference presentations and a pre-conference seminar.

2.2 The STF will publish at least one paper on the OD topic in a journal read by higher education ISOs.

2.3 The STF will work with the EDUCAUSE professional development team on the establishment of a virtual mentoring program that will involve CIOs providing guidance to ISOs via an electronic format. CIOs whom have served or are serving as chairs of the STF will be recruited to initiate the first year program.
2.4 The STF will work with EDUCAUSE and the CIO constituent group leaders on encouraging that the ISO position is listed as a campus EDUCAUSE participating member and is eligible to receive subscriptions to EDUCAUSE Review and EDUCAUSE Quarterly.

III.  Awareness of Available Resources

Background
The STF and its working groups have developed tools, templates, effective practices, CD libraries of resources, and various video productions. The challenge is to ensure that all of higher education knows about these resources and how to access them. Another challenge is to link resources according to a particular security theme so that the user community has one place to go to access related resources.

Strategy
The STF will work hard to publicize existing resources and identify or develop new resources, as necessary, to fill gaps.  The STF will continue to leverage the STF website and EDUCAUSE Resource Center and will expand upon its use of the wiki environment supported by Internet2.
Objective
3.1 The STF will utilize a wiki format for the development of the second edition of the IT Security Effective Practices Guide.
3.2 The STF will publicize the Guide and the other security resources that have been developed by the STF via ads in the EDUCAUSE Annual Conference program, EDUCAUSE/Internet2 Security Professionals Conference program, EDUCAUSE Review, and EDUCAUSE Quarterly. 
3.3 The STF will develop a standard tagline pointing to the resources for reference in the articles and conference presentations authored by members of the STF.  
3.4 Each STF working group will commit to assessing the need for additional resources in the working group’s target area and prioritizing these needs. 
3.5 The STF Awareness & Training Working Group will develop a plan to link related current and new resources and identify gaps which it will then feed back to the appropriate working group. 
3.6 The STF will create a toolkit organized around the theme of “confidential data handling”. This toolkit will include resources already developed and new resources to be developed. It will then be hosted on the security wiki. 


IV.  Security of Packaged Software

Background
A major concern of institutions of higher education is the delivery of software that is insecure. Higher education often represents one of the largest markets for vendors when looked at collectively as a sector; however, the size and diversity of over 4,000 discrete institutions make it difficult to speak with one voice to vendors. Working closely with vendors to define needs and share information is critical to getting products that meet our needs and function securely.  

The most expensive software investment that an institution makes is in its Enterprise Resource Planning (ERP) systems. The financial costs are daunting, but they are dwarfed by the demands on the staff’s time and energy as they seek to understand the new system, to configure it in ways that will work for the institution, and then to recreate years of reports and workflow that were built to work with the old system. It is not surprising that security is not the first priority in an ERP implementation.   

The STF has been engaged in a project to develop a security checklist for institutions to use in evaluating ERPs. CIOs and ISOs interviewed as part of the project have shared their frustrations and it is clear that a great deal needs to be done to improve the security of these products “out of the box” and to improve the ability of the institution to build security into the implementation.  

Strategy
The STF will identify a few key vendors and seek to build tighter partnerships by working to develop collaborations with higher education CIOs serving on vendor advisory boards. For the upcoming year, the STF leadership will work closely with the Microsoft Higher Education Advisory Group (MS-HEAG) to enhance communication and collaboration on security related issues. Once this partnership is successful it will be used as a model for other vendors.
Objectives
4.1
The analysis work that was done in 2006 with the leading vendor of student systems in higher education will be extended to a second major vendor.

4.2
A draft checklist was produced and presented at the October 2006 VA SCAN conference.
4.3
The revised checklist will be presented at the April 2007 Security Professional Conference.
4.4
The co-chair of the STF surveyed administrative systems managers in March 2007 to determine perceptions of the security of their ERPS.  The survey results and the draft checklist will be presented at the May 2007 EDUCAUSE Enterprise Technology Conference.
4.5
During the summer of 2007 the co-chair will write an article for an EDUCAUSE publication that describes the checklist and the results of the survey so that both practitioners and vendors will have the information they need to make improvements.

V.  New Tools and Technologies
Background
The Research and Education Networking Information Sharing and Analysis Center (REN-ISAC) is an integral part of higher education¹s strategy to improve network security through information collection, analysis and dissemination, and early warning response. The REN-ISAC is specifically designed to support the needs of higher education and research networks and supports efforts to protect the national cyber infrastructure by participating in the formal U.S. ISAC structure.  The REN-ISAC is operated by Indiana University in close coordination with the security programs and activities of EDUCAUSE, Internet2, STF, and other education- and research-related entities.

The domain name system (DNS) is the foundation on which most network applications (and network security) relies, yet it often receives scant attention.  More effort is needed to draw attention to how to best secure DNS.  Additionally, over the last few years there has been an increase in attacks that target DNS and seek to redirect traffic from the legitimate site to another site. One solution identified that can stop these attacks is DNS-SEC, which uses public key encryption to make these kinds of attacks impossible. EDUCAUSE and Internet2 have been working collaboratively to test out deployment of DNS-SEC within the .EDU domain. 

Working with the STF Leadership, Internet2 has launched the Computer Security Incident working group (CSI2) to organize activities to identify how security incidents can be better identified and the information about the incidents to be shared to improve the overall security of the network. The working group will inventory security tools of using in incident handling and develop frameworks for sharing information and data amongst institutions.


Authentication and identity management are critical components of application security. The STF Leadership has developed partnerships with the National Middleware Initiative (NMI). The NMI consortium, working with Internet2 and EDUCAUSE has developed and offers focused training sessions on technologies of importance, such as Shibboleth, Grouper, and Signet. In addition, the NMI consortium provides institutions a roadmap for developing a comprehensive authentication strategy.
Strategy
The STF will leverage the security initiatives of Internet2 and the REN-ISAC to keep the higher education sector aware of emerging technology challenges and solutions that can be addressed through the wider utilization of commercial software or the development of community source solutions.  While the STF Effective Practices Working Group will try to identify and promote effective practices and solutions for today, the SALSa steering committee and working groups of Internet2 will provide more forward-looking insights on the challenges and will work to shed light on tools that are right around the corner or needed into the future that can be leveraged by colleges and universities.
Objectives
5.1 The REN-ISAC will establish a technical advisory group that will work closely with the REN-ISAC staff to expand information sharing and other technical products.

5.2 The STF will provide advice and support to REN-ISAC development of tools that facilitate information sharing focused on compromised hosts, botnets, and other broad-based threats.

5.3 The REN-ISAC will establish an executive advisory group that will guide non-technical aspects (e.g., policy, process, and legal) aspects of REN-ISAC activities.

5.4 The STF encourages, and will provide advice and support to, the REN-ISAC staff and the executive advisory group in the creation of a sustainable business plan that will provide higher education institutions with a set of additional security services they can leverage to improve security at their institution.
5.5 Working with the STF Leadership, EDUCAUSE and Internet2 should begin deployment of DNS-SEC among a few institutions this year and report back to the STF Leadership the results they found after six months of operation.
5.6 The STF will hold seminars and conference sessions that will highlight tactics to improve the security of DNS today and explore the issues that have prevented DNSSEC from achieving widespread adoption.

5.7 The CSI2 working group will work closely with the technical advisory group of the REN-ISAC to develop initial tools and incident data sharing strategies. CSI2 will hold a BOF and give a demonstration at the spring 2007 Security Professionals Conference.
5.8 The STF Leadership will continue to partner with the NMI and help promote the work that each other is doing for the community. The STF can leverage the work on authentication as an effective practice and the NMI consortium will continue to focus on improving security as a key business driver for developing a comprehensive solution.
CONCLUSION

The STF recognizes the challenges for improving computer and network security at colleges and universities.  We are also aware of the urgency for protecting personal information entrusted to institutions of higher education and the necessity of preventing the misuse of our resources.  Therefore, these goals, strategies, and objectives are intended to help the STF assist the higher education sector in our collective efforts to renew our focus and attention over the most serious and pressing issues for the next year.
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