Information Security Strategic Plan for 200X-200X
[Institution / Responsible Office / Date]
Notes:

· This plan was adapted from the University of Colorado System’s “IT Security Program Strategic Plan for 2007-2008.” 

· The purpose of this sample plan is to establish a formal IT Security Program for your institution.
· The intended audience for this plan is your executive leadership, up to and including board members and external constituents where appropriate.

Introduction 

Notes:

· Provide background information sparingly and quickly transition to the core of your plan. As an example:

In April 2006 the University hired its first chief information security officer (CISO) for the purpose of building an IT Security Program (Program) for the University’s three academic campuses at Boulder, Colorado Springs, and Denver, as well as System Administration. The CISO’s initial efforts focused on staffing the CISO office and [ . . . background continues . . .]
This report summarizes the University’s strategic plan for launching an IT Security Program across its academic and administrative campuses. The plan is presented as a set of goals for Program implementation and oversight.
It is important to note that establishing an IT Security Program is not a one time event, but an ongoing venture that follows a cyclical process. The implementation phases (see below) are not cleanly separated processes, but instead represent a flow of activities that yield an ever maturing Program. The implementation cycle involves establishing information security requirements, educating people about their responsibilities under those requirements, building governance structures to ensure Program compliance, and monitoring and reporting of progress.

[image: image1]
Notes:

· The paragraph above makes a crucial point about information security. Information security is not a one-time project, but an ongoing process that is the shared responsibility of your institution. 

· This is a great opportunity to advance executive awareness regarding what it means for an organization to manage information security effectively. 
Strategic Goals for Program Implementation and Management
The following goals are designed to establish formal information security management and governance processes. 
Notes:

· The strategic goals in this plan should be integrated into your institution’s academic and administrative strategic planning processes.
· These goals are strategic in nature and should be supported by an operational plan. For guidance on developing an operational plan, please see [document name and web link to Tammy’s plan]. 
· Resist the urge to unload pages of detailed plans on your executive leadership. They are unlikely to have the time or inclination to read them. If they want to see the tactical plans, they’ll ask for them.
· Always commit to providing periodic progress reports. For executive-level groups, one-page briefings are generally welcome.
Goal 1: Develop, Approve, and Promote a Comprehensive IT Security Policy Suite.  
In collaboration with all appropriate University representatives the CISO will lead efforts to develop, approve, and launch a suite of information security policies, based on the ISO 17799 code of best practices for information security
. These policies will formally establish the University’s IT Security Program and set forth employee responsibility for information protection.

Notes:

· Smaller institutions may not have the resources necessary for a dedicated CISO position. As an alternative a smaller institution may distribute CISO responsibilities across multiple positions, such as the ISO and an academic/administrative officer.  Nevertheless, it is important to clearly identify the persons with CISO responsibilities.
Goal 2: Ensure All Employees are Aware of their Information Security Responsibilities.
Require all employees to participate in information security awareness courses, which serve to inform employees of their responsibilities for protecting the information in their care. To complement employee awareness of responsibility, each campus is to develop a training program to ensure their employees have the knowledge needed to carry out those responsibilities within their campus environment. 

Goal 3: Establish Oversight Authority for Information Security at Each Campus. 
Designate a person on each campus with information security oversight authority for all IT operations on that campus. Such a person would have the authority to enforce the requirements of University and campus policies for information security. This person would have the authority to authorize new IT services, shut down services that are out of compliance with policy, or transfer management of those services to a department or service provider with the requisite capabilities.
Notes:

· This goal is aimed at a multi-campus university and may not be applicable to smaller institutions with a single campus.
Goal 4: Establish a Process for Regular Progress Reporting to Executive Leadership.
Establish a regular schedule for reporting of campus Program progress to the CISO. The CISO will review campus assessments and progress reports and deliver management briefings on a regular basis to the Security Advisory Committee (SAC), Executive Committee, President, and Board of Regents. 
Notes:

· Departments should be responsible for reporting to the CISO on their progress with information security plans and initiatives.
Goal 5: Inventory Sensitive Data and Purge Unneeded Data.
Initiate a data inventory process on each campus to identify sensitive data and ensure the data is appropriately protected. Sensitive data no longer needed for business or archival purposes will be promptly purged in accordance with institutional archival policy. Remaining data will be adequately protected, following guidance from campus IT security officers and business owners.
Notes:

· While goals 1 through 4 are designed to establish a formal information security program, goal 5 is different in that it is designed to address a specific, yet pressing need: to quickly reduce the amount of sensitive information that may be distributed throughout an institution’s computing infrastructure. 
· Although the inventory process is typically a requirement of the policies in goal 1, oftentimes there is a considerable amount of sensitive data distributed throughout the campus infrastructure. Given that many of our data breaches involve sensitive data that is outdated or no longer needed, a special effort to identify and remove unneeded data may be warranted on your campus.
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� Further information about ISO 17799 (ISO 27000) and its use in security plans may be found at _____.
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