EDUCAUSE Live! Attendee Chat Transcript

Cybersecurity as a Shared Responsibility: Stop, Think, and Connect
October 4, 2011: 1:00 p.m. ET (GMT-4; 12:00 p.m. CT; 11:00 a.m. MT; 10:00 p.m. PT)
NOTE: The below time stamps are in Mountain Time.



Carie Page, EDUCAUSE: (11:00) Don't forget to Tweet your observations and reflections using #EDULIVE today! 

_EDUCAUSE Help, Victoria Fanning: (11:00) Thanks again for your participation!

_EDUCAUSE Help, Victoria Fanning: (11:00) If you have any technical difficulties, please write to EDUCAUSE Help. 

_EDUCAUSE Help, Victoria Fanning: (11:01) If you are experiencing audio difficulties, please click on the Audio Issues Link in the lower right hand corner. This page will open in your browser, within a new tab or window.

_EDUCAUSE Help, Victoria Fanning: (11:01) Chat with attendees or ask the speaker a question using this chat pod or tweet using this hashtag: #EDULIVE

_EDUCAUSE Help, Victoria Fanning: (11:01) The audio recording, slides, and transcript will be available from the EDUCAUSE Live! archive later today: http://net.educause.edu/Archives/2719
_EDUCAUSE Help, Victoria Fanning: (11:02) Just write me a message! I'm here to help. :)

Carie Page, EDUCAUSE: (11:03) And I'm standing by to grab your questions for the speakers. Don't forget to type them in the chat. 

Jenny Blaine: (11:13) question about identity management - what are some of the products/applications is DHS considering?

Jenny Blaine: (11:13) If she can tell us

Valerie Vogel, EDUCAUSE: (11:17) For more information about NICE, visit: http://csrc.nist.gov/nice/
kmw_appstate: (11:20) That's some serious alphabet soup, well done

Jennifer: (11:20) Our college has a Stop Think Connect Forum tomorrow

Valerie Vogel, EDUCAUSE: (11:20) Stop.Think.Connect. awareness campaign: www.dhs.gov/stopthinkconnect
Valerie Vogel, EDUCAUSE: (11:21) You'll find a list of 2011 campus NCSAM events included in the HEISC NCSAM Resource Kit: http://tinyurl.com/NCSAMresourcekit
Valerie Vogel, EDUCAUSE: (11:23) President Obama proclaims October 2011 as National Cyber Security Awareness Month: http://1.usa.gov/qss39a
Carie Page, EDUCAUSE: (11:23) Questions for Jenny? Make sure you post them here for Q&A!

Nicole Kegler/Georgetown Univ.: (11:25) Will DHS partner with large corporations at some point to assist them in preventing cyber threats to their networks since the impact to them can affect the national economy?

kmw_appstate: (11:26) Nicole - some of that is already happening through InfraGard

kmw_appstate: (11:27) (though that's FBI, not DHS)

Nicole Kegler/Georgetown Univ.: (11:27) Ok. Thanks!

kmw_appstate: (11:30) The site asessments for critical infrastructure - is that the 3d video/modeling site assessment?

Jenny Menna: (11:31) Happy to provide any additional information on what we are doing with large corporations and state and local government.

Jenny Menna: (11:32) We do 2 kinds of site assessments (neither is 3D video modeling).One is a Cyber Resilience Review, based on a CMU SEI based resilience model. The other uses our Cybersecurity Evaluation Tool (CSET).The CSET is what we use for control systems assessments. That tool is available for download on our website www.us-cert.gov/control_systems
Dexter Caldwell: (11:33) Jenna, isn't there a cybersecurity exercise or preparedness program?how can we join or participate as edu institution?

Jenny Menna: (11:34) Yes!Our Cyber Exercise Program runs the Cyberstorm series, but also does smaller tabletop exercises with various critical infrastructure and state and local government partners.

Dexter Caldwell: (11:34) yes cset is what I meant

kmw_appstate: (11:34) Jenny - ah, okay, I was thinking of CBAT: http://www.dhs.gov/files/programs/gc_1265397728319.shtm
Jenny Menna: (11:34) CSET is an assessment tool.Our exercise program is a different effort though they work closely with our control systems program.

kmw_appstate: (11:35) but I forgot it's geared towards physical security, not cyber

Jenny Menna: (11:35) OK, yes, that is a physical based tool.We work with the Office Of Infrastructure Protection so when they go out and do the physical side, we do the cyber side.

Dexter Caldwell: (11:35) okay.I'm not clear on how they relate

Jenny Menna: (11:36) I am happy to discuss further.We do tabletop exercises where we work with partners to walk through how they would respond to an incident.Do they have the policies, procedures, relationships, etc. in place.

Jenny Menna: (11:37) Our site assessments under CSET do look to see if you have an incident response plan, etc. but its more of a question/answer vs. a simulated incident response.The CSET includes mapping your network, looking at what protective measures you have in place, etc.

Jenny Menna: (11:38) My email is jenny.menna@dhs.gov if you would like more info.

Dexter Caldwell: (11:38) I think we might be interested.this sounds like what we heard about.how can I get involved?

Carie Page, EDUCAUSE: (11:38) All, if you have questions for Bridget-Anne, please post them here, as well. 

Jarret Cummings, EDUCAUSE: (11:39) @Jenny Menna: Have mobile internet security concerns started to enter federal cybersecurity discussions, and if so, how?

Dexter Caldwell: (11:39) thanks

Jenny Menna: (11:40) Yes!We are definitely looking at mobile concerns.Its one of those opportunities that can also introduce risk.There is quite a bit of focus on this area in government. We actually had a recent brief at the Cross Sector Cyber Security Working Group on the topic.

Nicole Kegler/Georgetown Univ.: (11:41) Do you have more info. on your cyber security advisory group?

Jenny Menna: (11:42) The Cross Sector Cyber Security Working Group includes representatives from government and industry from the 18 CIKR sectors.Rodney Peterson from Educause has been a regular participant from REN ISAC.

Nicole Kegler/Georgetown Univ.: (11:42) Thanks!

Jenny Menna: (11:43) If you would like to engage as a member of your sector, let me know and we can provide more details.

Cherry Delaney - Purdue: (11:43) Jenny, what do you mean engage as a member of your sector?

Sue Bauer/California Lutheran University: (11:44) Has the checklist for HE been developed yet?

Valerie Vogel, EDUCAUSE: (11:44) Bridget-Anne Hampden and Richard Gordon's session at EDUCAUSE 2011 in Philadelphia: http://www.educause.edu/E2011/Program/SESS156
Jenny Menna: (11:45) Education is a part of critical infrastructure under the National Infrastructure Protection Plan.We generally engage on cyber through the REN ISAC/Educause but I'd be happy to set up a call with you and Rodney to see how you could engage more directly if you would like.

_EDUCAUSE Help, Victoria Fanning: (11:45) And we're streaming her presentation for the online audience too!

bridget-anne hampden: (11:46) Jenny, I would love to connect

Cherry Delaney - Purdue: (11:49) I would like to know more

Jenny Menna: (11:49) Sounds good.My email is above.

Valerie Vogel, EDUCAUSE: (11:50) We welcome new resources for the NCSAM Resource Kit and the Cybersecurity Awareness Resource Library (send e-mail to security-council@educause.edu)

_EDUCAUSE Help, Victoria Fanning: (11:50) The video will begin in a second. If you’re on the phone line, please UNmute your compute speakers so you can hear the video.

Peg Sherven: (11:52) this would be a great link to share with our students

Carlos yanes: (11:53) And non technical employees as well.

_EDUCAUSE Help, Victoria Fanning: (11:57) Don’t sign off yet! We still have time for Q&A. Just FYI that we’d like to hear from you; please fill out our evaluation at: http://survey.educause.edu/live/live1127/
Valerie Vogel, EDUCAUSE: (11:58) Save the date: We'll host an E-Live session on Data Privacy Day on January 4, 2012 with Nat Wood (FTC) and Jolynn Dellinger (NCSA).

Valerie Vogel, EDUCAUSE: (11:59) We also have a Facebook page for the Information Security Awareness poster & video contest: https://www.facebook.com/secvideocontest -- we hope you'll "like" us! :)

_EDUCAUSE Help, Victoria Fanning: (12:00) Thank you again for attending! Don’t forget to fill out our evaluation: http://survey.educause.edu/live/live1127/ We really appreciate your comments!

Steve Rholl - St. Olaf College: (12:00) Thank you everyone!

_EDUCAUSE Help, Victoria Fanning: (12:00) Join us for our next EDUCAUSE Live! on October 10, and feel free to share this archive with your colleagues. Archives and upcoming events are available at: http://net.educause.edu/live
Shannon Smith, EDUCAUSE: (12:00) Great session...very informative!

Nicole Kegler/Georgetown Univ.: (12:01)Thanks! Great session.

Cherry Delaney - Purdue: (12:01) Thank you ...very informative.

Valerie Vogel, EDUCAUSE: (12:01) Thank you for participating today!

_EDUCAUSE Help, Victoria Fanning: (12:01) Thanks, everyone! You were a great audience! :)

