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_EDUCAUSE Help

Here's a sample message to the chat area. We hope you enjoy today's session, and we hope you'll have lots of comments and questions.

13:00
_EDUCAUSE Help

Be sure to send your speaker questions and comments to EVERYONE, not to Steve Worona  or Presenters.
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_EDUCAUSE Help

If you experience technical difficulties today, please send _Technical_Help a private text message.

13:00
_EDUCAUSE Help

This audio presentation, slides, and transcript will be available from the EDUCAUSE Live! archive later today. Visit http://www.educause.edu/live for more information.
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_EDUCAUSE Help

If the slides are not advancing properly, you may download  the copies by visiting: http://www.educause.edu/ir/library/powerpoint/LIVE1118.ppt
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_EDUCAUSE Help

Twitter: #EDULive

13:00
_EDUCAUSE Help

Before you sign off today, please take a moment and click the session evaluation link in the upper right corner of your screen or use this URL http://survey.educause.edu/live/live1118/ . Your reactions and comments are very important to us.
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_EDUCAUSE Help

https://www.cms.gov/HIPAAGenInfo/Downloads/CoveredEntitycharts.pdf

13:06
_EDUCAUSE Help

http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/index.html

13:08
_EDUCAUSE Help

http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/breachtool.html

13:09
Dan - TAMHSC

Shouldn't the BA report the breach?

13:09
Dan - TAMHSC

The new regulations state that they have to comply with the same rules that covered entitys

13:09
Dan - TAMHSC

do

13:11
_EDUCAUSE Help

http://www.hipaa.com/2009/09/hipaa-protected-health-information-what-does-phi-include/

13:14
Dan - TAMHSC

Got it!  Thank you!

13:14
Bill Farrell UMBC

What entities are exempt from HIPAA?

13:15
Georgia Southern univ.

How do psyc clinics that are utilized by students fall into this?

13:17
Adam Sealey

the cms.gov coveredEntityCharts.pdf isn't available for me...anyone else having issues?

13:18
Dan - TAMHSC

Should IT drive both the privacy section as well as the security portion of HIPAA?

13:19
_EDUCAUSE Help

@ Adam,  I am not able to open the Covered entity chart at this time as well.  I opened it yesterday. Let me check for a better link.

13:20
Dan - TAMHSC

Excellent!

13:21
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The covered entity chart is available at http://www.google.com/url?sa=t&source=web&cd=1&sqi=2&ved=0CBkQFjAA&url=https%3A%2F%2Fwww.cms.gov%2FHIPAAGenInfo%2FDownloads%2FCoveredEntitycharts.pdf&rct=j&q=cms.gov%20covered%20entity%20chart%20hip&ei=214LTry7IaTq0gGJ_7lx&usg=AFQjCNEPcsr6zJ9jJi7vzzmXaVY6pSS4NQ&sig2=NrSGzCADgjU-jbgnhXDcgQ&cad=rja

13:21
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 Please continue to send your questions or comments to the chat area and we'll get to them at the next break.

13:24
Adam Sealey

Regarding PHI, it covers information that otherwise may be directory information (name, email, contact information).  Is it only considered PHI when it's tied to the covered transaction?

13:25
Adam Sealey

And is the PHI data only considered PHI when combined with other pieces, or is a medical record number with no other information considered PHI on it's own?

13:25
Dan - TAMHSC

REALLY like this picture.  Will this be avaliable later?

13:26
_EDUCAUSE Help

@ Dan, a copy of the presentation slides is available at http://www.educause.edu/ir/library/powerpoint/LIVE1118.ppt

13:26
Eric Larson

Hope this is covered, but if not, what about Research Projects that use PHI?  It seems the law is focused on PHI for employees, but what about "people" that appear in a PHI database being used for Research by Faculty in a College?

13:27
Dan - TAMHSC

@Eric Also covered by HIPAA per our lawyers

13:28
_EDUCAUSE Help

http://www.educause.edu/Resources/HIPAARiskAssessmentInventoryWo/152953

13:28
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http://csrc.nist.gov/publications/nistpubs/800-66-Rev1/SP-800-66-Revision1.pdf

13:28
Lara Madden

We have the same question as Eric, can you talk about HIPAA with Research Participants and video taping subjects and using for training in the future

13:29
_EDUCAUSE Help

http://www.bentley.edu/hr/documents/Notice_of_Privacy_Pr.docx 
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ppatria@becker.edu

13:33
Vikas Arya

how will the formation of ACOs and HIEs impact HIPAA requirements?

13:35
_EDUCAUSE Help

http://csrc.nist.gov/publications/nistpubs/800-111/SP800-111.pdf

13:36
Dan - TAMHSC

Does the encryption of data in transit cover internal network transmissions?  Many EMR's do not encrypt the client-server communication nor do they support it.

13:36
David Stack, UW-Milwaukee

Some university members have told us that they need their own physical servers inside chain link cages within our data center in order to be HIPAA compliant. Are there any such physical requirements?

13:38
Jo McGuffin

could you please review how we can get a copy of these slides? Thank you.

13:38
Dan - TAMHSC

@Jo http://www.educause.edu/ir/library/powerpoint/LIVE1118.ppt

13:39
Vikas Arya

ACO - Accountable Care Organizations HIE - Health Information Exchange

13:42
Dan - TAMHSC

@David - We require all IT to take HIPAA training to cover the chance that they come into contact with HIPAA information.  Also, what about a locked server rack?

13:46
_EDUCAUSE Help

http://csrc.nist.gov/publications/nistpubs/800-61-rev1/SP800-61rev1.pdf

13:46
_EDUCAUSE Help

Please type your questions for the presenter in our chat space. We'll have a few minutes after this presentation segment to share questions again.

13:49
Adam Sealey

Is the state applicability for where your univesity is located, or for where the individual resides?

13:50
_EDUCAUSE Help

http://www.ahcancal.org/facility_operations/hipaa/Documents/Sample%20Notification%20Letter%20for%20Affected%20Party.pdf

13:50
_EDUCAUSE Help

ppatria@becker.edu
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Don’t forget to please take a moment and click the session evaluation link in the upper right corner of your screen or use this URL http://survey.educause.edu/live/live1118/ . Your reactions and comments are very important to us.

13:51
Dan - TAMHSC

So if the local "quack shack" takes payment for medical services, they then have to comply with HIPAA regulation?

13:52
Dan - TAMHSC

Even if there is no information stored or transmitted electronicly

13:53
Vikas Arya

Do you think that the increase in adoption of Health IT will increase the compliance requirements and penalties for non-compliance?

13:53
Jeff Tomaszewski

This is a question regarding the scope of a Covered Entity (CE).  If a particular School, College or Academic Unit is considered to be a Covered Entity.  Would the HIPAA Security Rule and Privacy Rule procedures, protocols and control’s be applicable to the ENTIRE School, College or Unit or would they only apply to those involved in the particular study using PHI (i.e. the particular lab involved with the PHI).

13:56
Jim Gramke

PCI has very specific technical requirements.   Does HIPAA?

13:57
Wayne Bradford

If an end user violates policy by allowing other (non vetted) people to see PHI, who is ultimately repsonsible? The system admin or the end user?

13:58
Dan - TAMHSC

@Wayne - If the organization has done their due dilligance to protect the data then the end user is responsible

13:59
Steve Rholl - St. Olaf College

Thank you Patty, Steve and Aisha for the presentation.
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Thanks for attending! This audio presentation, slides, and transcript will be available from the EDUCAUSE Live! archive later today. Visit http://www.educause.edu/live for more information.

13:59
Eric Larson

Excellent presentation.  Thank you.

13:59
Dan - TAMHSC

@Wayne - If the organization has not, then both C-Level individuals are responsible as well as the organization

13:59
Dan - TAMHSC

Thanks everyone!  Its been great
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Before you sign off today, please take a moment and click the session evaluation link in the upper right corner of your screen or use this URL http://survey.educause.edu/live/live1118/ . Your reactions and comments are very important to us.

13:59
Lara Madden

Would love to see a presentation regarding research and IRB and HIPAA in the near future

14:00
Dan - TAMHSC

@Lara - Same
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