EDUCAUSE Live! Participant Chat: Links and Abbreviated Transcript 
Data Privacy Month: Are You Smarter Than Your Phone?

January 9, 2013: 1:00 p.m. ET (UTC-5; 12:00 p.m. CT, 11:00 a.m. MT, 10:00 a.m. PT)


Session Links:
· Data Privacy Month webinars: www.educause.edu/dpm
· FCC Smartphone Security Checker: http://www.fcc.gov/smartphone-security
· iCloud security and privacy overview: http://support.apple.com/kb/HT4865 
· Stolen iPhones And Other Smartphones Have Become A Nationwide Problem: http://www.huffingtonpost.com/2012/10/20/stolen-iphones_n_1992843.html
· Do We Really Need Mobile: http://www.huffingtonpost.com/drew-hendricks/mobile-security_b_2280915.html
· ActiveSync: http://technet.microsoft.com/en-us/library/bb123783.aspx
· Seizing Opportunity: Good Privacy Practices for Developing Mobile Apps: http://www.priv.gc.ca/information/pub/gd_app_201210_e.asp
· Mobile Phone Theft (30 seconds each): http://www.youtube.com/watch?v=e2Ot6OHuIE8&list=PLCD6AD23B84CAC75A
· Protecting Your Computer in a Public Place: http://www.youtube.com/watch?v=XrIPZi4fnRc&list=PLCD6AD23B84CAC75A&index=1
· NFC Security Issues: http://www.popsci.com/gadgets/article/2011-02/near-field-communication-helping-your-smartphone-replace-your-wallet-2010/
Abbreviated Session Chat: 
Jim Mello - Univ of Hartford (CT): (13:08) any idea if students care about these risks, or are they simply more comfortable with the sharing of personal information?

Lou Kondek: (13:14) Are there any Malware detection/prevention apps out there?

Tom Scavo, InCommon: (13:15) @Lou Kondek Duo Security (duosecurity.com) has one for Android

Lou Kondek: (13:16) Anything for iPhone, Tom Scavo?

Christopher Christensen: (13:16) 2

Tom Scavo, InCommon: (13:17) @Lou Kondek No, I don't know of one for iPhone, sorry.

guest 8: (13:17) Need a forth option on 'Got it back'

guest 8: (13:17) No, but wiped immediately

Lou Kondek: (13:18) @Tom Scavo - There's a few available on the Apple App Store. I wonder which is best?

University of Northern Colorado: (13:18) No And no

Carlyn - Rice: (13:18) no but it was encrypted

Theresa Semmens (NDSU): (13:18) Do they mean by encrypted that it was passcode protected or truly encyrpted?

Tom Scavo, InCommon: (13:18) A related question is: Do you passcode your smartphone (in case it does get lost)?

David Sherry, Brown University: (13:19) You may want to check out Lookout, at lookout.com

Diana McKinney: (13:19) < 10% of people have lost their phones?Seems low.

Marty Manjak: (13:19) snapchat

Steve Judd, UNH: (13:19) Snapchat

Carlyn - Rice: (13:19) snapchat

Merri Beth Lavagnino - Indiana University: (13:20) This audience is probably more privacy-aware than most, and protects their phones more

Marty Manjak: (13:20) Don't thank me. Thank my daughter ;)

International Institute for Learning: (13:20) Our co requires our phones to have passwords as long as our e-mail and the like are linked. How about you?

DAmos: (13:20) you should put a passcode on your smartphone and your sim card too.

Elizabeth Lussier Brown University: (13:20) I agree with DAmos.

Steve Judd, UNH: (13:21) Interestingly, snapchat alerts you if someone takes a screen shot, but they could take a picture of screen outside OS

Songkrant Muneenaem PSU THAILAND: (13:21) These audiences seem to be security updated... (^_^)

Stephanie Lind: (13:21) Yes please send that list

jen: (13:21) what is the best source to get a good sense for the biggest privacy breaches taht have occurred in higher ed in 2012

Cindy LeDonne: (13:22) Is a passcode for the sim card different than a passcode for the phone?

Eureka Saunders - DCCCD: (13:22) great ? jen

Ro: (13:22) misplacing for a short period doesn

Ro: (13:22) t count

Elizabeth Lussier Brown University: (13:22) @Cindy...yes

Calvin College: (13:22) CNN reports on average 33% cell phone users have had their phone lost or stolen.

Janis DesMarais - College of the Holy Cross: (13:23) how do you encrypt the data on a smartphone?Just with a passcode?

International Institute for Learning: (13:23) 70 million??

International Institute for Learning: (13:23) Wow..

Elizabeth Lussier Brown University: (13:23) @Cindy..on Droids it is a sin card lock

DAmos: (13:23) @Cindy, the smart person will have two different passcodes, one for device and one for sim

Elizabeth Lussier Brown University: (13:23) Sim card...sorry

Clark University: (13:23) Are unlocked phones subject to particular security risks that locked phones are not vulnerable to?

Cindy LeDonne: (13:24) I didn't know there was a difference.Where does one set a passcode for the SIM card?

Clark University: (13:24) Is a factory unlocked phone equivalent to a "jail-broken" phone from a security perspective?

guest 8: (13:24) Janis, true encryption is more than a password. Sophos and a few other vendors offer true phone encryption

Elizabeth Lussier Brown University: (13:24) @Cindy -- go into your SETTINGS access

Guest 2: (13:24) In our area people are being physically assaulted for their smart phones

RAIS - Cornell: (13:24) @Clark -- no, very different

Susie Henderson, EDUCAUSE: (13:25) Guest 2 - where do you live?

Elizabeth Lussier Brown University: (13:25) @Cindy - or location and security

Eric Schewe: (13:25) @Clark No. Factory unlock just lets you put any carriers SIM in a phone and have it work. Jailbreaking a phone actually uses an exploit to gain low level access to a devices OS.

DAmos: (13:25) @cindy. settings>phone>SIM pin

Cindy LeDonne: (13:25) Thanks so much.

Tom D., Wayne State: (13:26) question for Rebecca = is it easy to hack a lock screen password?

Jane Rosenthal (KU): (13:26) HZO was on NPR story today with new film to coat smartphones and protect from water

Tom Scavo, InCommon: (13:27) And if you do backup your phone, do you backup to a laptop or the cloud?

Diane McNamara: (13:27) settings/phone/sim not available option on iPHone4

Tom Scavo, InCommon: (13:28) @Tom D Depends on the length of the PIN and the number of failed unlock attempts allowed

Christopher Christensen: (13:28) c

Dr. Carolyn Lightfoot: (13:28) Note that iCloud backups are not secure

David Escalante, BC: (13:30) but for the case of Apple iOS, encryption is enabled only when you enable the password ;-)

Diane Huckabay: (13:30) Are all these icons that came with the phone actually apps?

Tom Scavo, InCommon: (13:31) Be careful with encryption---if you forget or lose your encryption password, you're screwed!

RAIS - Cornell: (13:31) @Dr. Carolyn Lightfoot -- Apple uses 128-bit AES encryption with iCloud

Calvin College: (13:31) iCloud not secure? Do you mean transmission to iCloud or the static data when stored on iCloud?

Clark University: (13:33) Is switchng to a basic phone a good idea for those people who are unaware of the vulnerabilities of using a smart phone?

Elizabeth Lussier Brown University: (13:33) @Diane - If you have activiated/downloaded them, then yes.Some are preinstalled in hopes you will downlaod - Like NetFlix

Eric Schewe: (13:33) @RAIS Yeah but I think Apple is subject to the same legal obligations like Dropbox where is a warrant shows up they'll decrypt and hand over your data.

Diane Huckabay: (13:33) Thank you I have only downloaded 2 or three myself.

Jan Sung: (13:34) it is interesting that the questions assue that everybody has smartphones. I do not have a smartphone yet.

Bonnie Eshelman, East Carolina University: (13:34) More apps seem to appear during upgrades, not sure what to do with them

Elizabeth Lussier Brown University: (13:34) @DIane - And I believe you should be able to see how many are "active" at any given time.

Clark University: (13:34) Are there features on new phones that should be closed by the owner to impede access to data by intruders

Clark University: (13:35) Aside from passwrods and encryption, are there security suites "apps" for smart phones that you would recommend?

Elizabeth Lussier Brown University: (13:36) @ClarkU- my practice is...if I don't need it, I uninstall it.

RAIS - Cornell: (13:36) @Clark -- Lookout Mobile Security (Android / iOS)

Elizabeth Lussier Brown University: (13:36) Lookout is excellent

Diane: (13:37) most passwords are only 4 characters - not secure :-(

Jane Rosenthal (KU): (13:37) Do you like the MDM or MAM solutions for BYOD environment?

Janis DesMarais - College of the Holy Cross: (13:37) on the iPhone 4 if you set a passcode you can also set the deviceto erase all data after 10 failed passcode attempts.What I can't figure out however, is whether the data is encrypted if I don't select the erase option.

David Escalante, BC: (13:37) good thing people can't easily guess "1234" -- that must be why it's so popular ;-)

Diana McKinney: (13:37) Thanks, Susie Henderson!

Susie Henderson, EDUCAUSE: (13:38) @Diana - You're welcome!

Guest 2: (13:38) What can you do?Very few of the apps don't require permission for overreaching access to phone camera,phone audio, even address book!!!!

Elizabeth Lussier Brown University: (13:38) @Diane - Computer Info Services here recommends 10 characters

Clark University: (13:38) My questions is focused on personal security (i.e., rape prevention),...If we want to protect ourselves from rape at night, are we better off NOT to carry a smartphone, and only carry a basic phone in case we need to contact police?

Angela: (13:38) I heard some good advice once to not mark anything "home"... for instance with GPS, use a store or something nearby your home to use the GPS to get home

Clark University: (13:39) What are your thoughts on posting pictures or videos of children via a smartphone?

Dave Curry (The New School): (13:39)@ClarkU if you keep it in your purse/pocket, it shouldn't matter. But if you are talking on it while walking and an attacker can see a phone he wants...

Diane: (13:40) we recommend 8 char; but most phones only allows 4

Susie Henderson, EDUCAUSE: (13:41) Great comments and questions!Thanks for making the chat an excellent conversation!

Brian Kelly: (13:41) Why 8 or 10 characters?Why make security harder? 

Guest 2: (13:41) Is federal government goingt to work on regulations for what apps can do and can't do privacy-wise?

guest 8: (13:42) What was the Canada Privacy ref'd for safe app creation?

Tom Scavo, InCommon: (13:43) @Guest 2 The federal government already violates your privacy itself so I'm not sure you want them regulating phones

Guest 2: (13:43) !!

guest 8: (13:43) Thank you!

David Escalante, BC: (13:45) a couple of the Android firewalls I just googled require the smartphone to be "rooted" to function -- is that recommended?

Eric Schewe: (13:46) rooted smartphones in general are a risk

Eric Schewe: (13:46) expecially with non-technical users

Diane: (13:46) @brian kelley: using 8 - 10 doesn't make security harder

Eric Schewe: (13:46) especially*

Brian Kelly: (13:46) @diane sure makes the user experience harder than it has to be...

Joan Cheverie - EDUCAUSE: (13:47) @guest 2 - There were 18-19 privacy bills in the last Congress.Very few passed (some included language on apps).Rebecca mentioned that Sen. Franken's bill did pass.

Diane: (13:47) how about the phones that allow you to share files by simply pointing them to each other

Guest 2: (13:47) Thanks, Joan

Diane: (13:47) @ Brian kelly and make it easier to crack a password

David Escalante, BC: (13:48) ah "NFC" -- Near Field Communication

guest 8: (13:48) Wombat Security has 'honey stick' with canned training as well.

steve: (13:48) in the ear of BYOD much of this is contrary to a frictionless, positive end-user experience

Bob Talda: (13:49) I once lost a cellphone in a snowbank - while it was recovered (eventually) the phone itself no longer functioned.No tsure if this qualifies as "removing the data"

Valerie Vogel, EDUCAUSE: (13:49) Also, if your institution is planning an event or activity and you have a website, please share the URL with us so we can add a link on our DPM website, www.educause.edu/dpm
Tom D., Wayne State: (13:50) is the Blackberry platform "more secure" than iOS or Android?

Brian Kelly: (13:50) @Rwbwcc is GPS on your son's phone?

Susie Henderson, EDUCAUSE: (13:50) We will get to as many questions as we have time for!

Columbus State University: (13:51) What are vendors such as Mcafee offering for smartphones?

Eric Schewe: (13:51) @Tom Not anymore it just takes more efford to secure iOS/Android in the same way a Blackberry can be secured. Also costs more.

Brian Kelly: (13:51) GPS could be used as two factor and location is required for access... positive... not a risk.

Eric Schewe: (13:51) @Tom In my opinion at least (and I use a Blackberry)

steve: (13:52) exactly what data is the concern here?

Brian Kelly: (13:52) @steve Great question

Stephanie Lind: (13:53) Are pattern passcodes a good idea or not?

melodie jann smith: (13:54) what is the best way to remove all data from smartphone?

David Escalante, BC: (13:54) there was a great paper a couple years ago about how easy the pattern passcodes are to swipe -- basically if you take a pic at the right angle of the person's screen, you can pick up the swipe pattern easily

Eric Schewe: (13:54) @steve Depends on your area. We are concerned with the loss of student data. Any information that can identify a student is considered confidential. So that means grades, e-mails, documents, etc

David Escalante, BC: (13:55) and wiping the screen frequently turned out to make it even easier!

Valerie Vogel, EDUCAUSE: (13:56) Feedback on this event is appreciated as we plan for the 1/16 and 1/30 webinars, as well as potential Data Privacy Month webinars in 2014!

Tom D., Wayne State: (13:57) @Eric Schewe, thanks for the feedback

steve: (13:57) our students access their grades via a browser/app interface. the grade(s) remain on the server not on the mobile device, unless the student/faculty does a screen grab. Which cannot be prevented

Eric Schewe: (13:57) @Tom D. No problem.

Beck Andre GCU: (13:58) be careful setting a passcode on SIM - just locked myself out and phone company will have to reset. sigh. and I will share this recording with Biz students when class starts on 24th. thank you!

steve: (13:58) this is scaring me, for all the wrong reasons

Dr. Carolyn Lightfoot: (13:59) Also be careful about entrusting a cloud company with your data without clear policy - plenty of cases regarding unintended data exposure 

Eric Schewe: (13:59) Steve: That takes care of grades. What about e-mails containing private information a student might provide to an instructor such as an illness of a family member? Or perhaps something traumatic that occurred in their past that relates to say a phycology class they are currently taking. That has to be protected. How many faculty access their work e-mail on a unprotected mobile device? Probably a few :)

